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Abstract

The General Data Protection Regulation (GDPR) states that the processing of personal data
is only lawful under certain conditions. This has led website operators to use cookie ban-
ners to inform users about the use of cookies on their websites and to obtain the necessary
consent to process personal data. Article 7(2) of the GDPR requires that the consent is ob-
tained “in an intelligible and easily accessible form, using clear and plain language”. The
ePrivacy Directive (ePD) further supports this by requiring that users must be given “clear
and comprehensive information” about the purpose of the processing so that they can
make an informed decision. However, a survey from 2024 found that three-quarters of
the participants did not understand the content of cookie banners. In practice, cookie
banners often use vague language and technical terms, which adds to the complexity of
their content. While tools, such as browser extensions, have been developed to minimize
the required user interaction with cookie banners, the problems regarding comprehensi-
bility are not solved. In this master’s thesis, we conduct a feasibility study to investigate the
extent to which cookie banners can be made more understandable and thus more accessi-
ble through the use of plain language, under consideration of the Interactive Advertising
Bureau'’s Transparency & Consent Framework (IAB TCF). In the study, a sample set of 200
websites with English-language cookie banners was analyzed. To do this, we developed a
browser extension that extracts the textual content from the first level of each banner. To
determine which IAB T'CF purposes are reflected in the extracted banner texts, we used
statistical and AI-based methods. We created plain language descriptions for each pur-
pose and used them to generate modified versions of the cookie banner texts by mapping
the identified purposes to their corresponding plain language descriptions. Lastly, we
measured and compared the comprehensibility of the original and the modified banner
texts. The results revealed challenges in the categorization of the cookie banner text due
to the vague wording and diverse phrasings in the current cookie banner landscape. How-
ever, they also showed that the application of plain language has the potential to improve
the comprehensibility of banner texts, although its effectiveness is limited to the actual
content of the banner text. This thesis therefore highlights the need for guidelines or
standards for cookie banner implementations to ensure that users are provided with the
required information. Plain language could then be used to make this information more
understandable and thus accessible to a wider audience.
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1. Introduction

The General Data Protection Regulation (GDPR) states that the processing of personal
data is only lawful under the fulfillment of certain conditions. For example, the process-
ing of personal data is lawful if the consent of the data subject has been obtained for one
or multiple purposes [1]. This has led website operators to use cookie consent notices,
also known as cookie banners, to inform users about the use of cookies on their websites
and to obtain the necessary consent to process personal data [2]. Article 7(2) of the GDPR
requires that the consent is obtained “in an intelligible and easily accessible form, using
clear and plain language”. The ePrivacy Directive (ePD) further supports this by requiring
that users must be given “clear and comprehensive information” about the purpose of the
processing [3], so that users can make an informed decision. However, cookie banners do
not only differ in their design, but also in the options they offer to users regarding the
extent of their consent. While some simply inform users about the use of cookies with-
out offering further options, others offer detailed and sometimes very granular options,
such as allowing users to exclude individual third-party services from the consent [4]. The
Figures 1.1 and 1.2 show two different cookie banners, which differ significantly in their
design and the options they offer.

marketingplatform.google.com uses cookies from Google to deliver and
enhance the quality of its services and to analyze traffic. Learn more.

Figure 1.1.: Example of a cookie banner that does not provide users with direct options to opt out

or further customize their choices [5].

We respect your privacy and aim for the best website experience in compliance with GDPR. Allowing
cookies enables a tailored experience, while disabling them may reduce personalization. Feel free to

please read our Privacy Policy and Cookie Policy. Happy browsing!

Crafted by  Secure Privacy

. Advertising - Analytics - Audio/Video Player - Customer Interaction

Figure 1.2.: Example of a cookie banner that provides users with direct options to opt out and
further customize their choices [6].



1. INTRODUCTION

1.1. Problem Statement and Motivation

The European Data Protection Board (EDPB) suggests in their guidelines that the lan-
guage used to obtain consent should be easily understood not only by experts but also
by the average person [7]. To ensure that users can truly make an informed decision, the
guidelines emphasize the use of clear and plain language. However, a survey conducted
in 2024 found that three-quarters of the participants did not understand the content of
cookie banners [8]. This can be attributed to the fact that, in contrast to the requirements
of the legal basis, cookie banners often use vague language and technical terms, which
adds to the complexity of their content [9]. Research investigating the effect of cookie
banners on users also showed that the majority of users find them rather annoying than
helpful [10]. Methods like dark patterns, which we discuss in Section 2.3.2, increase this
perception by attempting to influence the user’s decision regarding the extent of the given
consent [11, 12]. Therefore, in the scope of this thesis, we assume that the textual content
of'a cookie banner can also function as a dark pattern by itself.

To address the resulting frustration of users, tools such as browser extensions have been
developed to minimize the required user interaction with cookie banners [13]. Similar to
ad blockers, they use a rule-based approach to first identify cookie banners on websites
and then automatically apply the settings according to the privacy preferences selected
by the users. While this reduces the amount of effort users have to put into interacting
with cookie banners, it does not contribute to making the content of cookie banners more
understandable for users. As a result, the problems regarding comprehensibility are not
solved. We want to investigate the extent to which current cookie banner practices allow
us to counter this problem. We argue that cookie banners should not only be under-
standable to experts - everyone should be able to easily understand their content. Rather
than seeing cookie banners as a nuisance, users should perceive them as helpful tools that
enable them to make informed decisions regarding their privacy.

1.2. Research Questions

In this master’s thesis, a feasibility study will be conducted to investigate the extent to
which cookie banners can be made more understandable and thus more accessible through
the use of plain language, under consideration of the Interactive Advertising Bureau’s
Transparency & Consent Framework (IAB TCEF). For the feasibility study, we will analyze
a sample set of 200 websites and only consider cookie banners written in English. Since a
study conducted in 2023 showed that only 0.4% of the participants looked at the detailed
options presented on further levels of cookie banners [14], we are only going to focus on
the first level. This means that we analyze the level of the cookie banner that the majority
of users actually interact with. Furthermore, in order to simplify the content of cookie
banners, we will introduce an approach to plain language in Section 2.4.

2



1. INTRODUCTION

Research Question. To what extent can plain language be used to improve the under-
standability and accessibility of cookie banners under the consideration of the IAB T'CF
within the current cookie banner landscape?

1.3. Thesis Outline

The thesis is structured in the following way:

In Chapter 2, we present both the background information relevant to the topic of this
thesis and related work. We explore what is considered to be personal data and look at
the legal basis for processing it under the GDPR. Furthermore, we take a look at cookies,
cookie banners and the IAB TCFE. We will then discuss prior work on cookie banners be-
fore we define plain language in the scope of this thesis and introduce related tools. At the
end of the chapter, we review related work on plain language and address the identified
research gap.

The methodology used in this thesis is described in Chapter 3. First, we provide an
overview of the study design. We then explain how the website sample is selected and
which methods are used to identify and extract the cookie banner text on the first level.
Next, we explain how the categorization of the extracted banner text based on the IAB TCF
is performed. Furthermore, the creation of the plain language descriptions of each pur-
pose and the generation of the modified cookie banner texts are covered in this chapter.
At last, we discuss how comprehensibility will be measured in this thesis.

The implementation of the methodology described in Chapter 3 is presented in detail
in Chapter 4. Throughout the whole chapter, we use a single cookie banner as an example
to demonstrate the process that each banner from the website sample undergoes during
the feasibility study in this thesis.

In Chapter 5 we evaluate the results of the feasibility study. We report on both the perfor-
mance of the implemented methodology and our observations regarding the application
of plain language, based on the results of the comprehensibility measurements. The find-
ings are then discussed in Chapter 6.

The limitations that must be considered for the work in this thesis are outlined in Chap-
ter 7.

In Chapter 8, we draw our conclusion and highlight the relevance of our findings for the
current cookie banner practices. In the end, we outline potential future work in Chap-
ter 9.

3



2. Background and Related
Work

In this chapter, we will give an overview of how the processing of personal data is reg-
ulated under the GDPR in the European Union (EU). First, we will define what personal
data actually is and outline under what conditions it may be processed. For a better under-
standing of how this applies in the digital environment, we will explore cookies, cookie
banners and briefly introduce the IAB TCE. We also provide an overview of prior work
on cookie banners, focusing on user interaction, dark patterns and the development of
browser extensions that minimize the interaction with cookie banners. Regarding plain
language, we will then provide a definition within the scope of this thesis and introduce
tools that can be used in relation to it. Lastly, we will review work that is not directly
related to cookie banners but uses a similar approach that applies plain language.

2.1. The Legal Basis for Processing Personal Data

In the EU, the General Data Protection Regulation (GDPR) defines the legal basis for the
processing of personal data [1]. Article 4(2) of the GDPR defines processing as any oper-
ation performed on personal data, regardless of whether automated means are used or
not. Such operations include the collection, storage, retrieval and disclosure of personal
data by transmission and various other forms of data handling. According to Article 4(1)
of the GDPR, personal data is defined as any information that relates to “an identified or
identifiable natural person” (also referred to as the data subject). A person is considered to
be identifiable if they can be identified directly or indirectly by reference to an identifier
such as a name or by reference to characteristics that reveal aspects of their identity. These
characteristics may relate to the physical, physiological, genetic, psychological, economic,
cultural or social identity of'a person. This broad definition highlights the wide range of’
information that can be considered as personal data. However, there are also limitations
to which types of personal data are allowed to be processed. Article 9 of the GDPR restricts
the processing of special categories of personal data, such as political opinions, religious
beliefs or data concerning the health of the data subject. They can only be processed un-
der certain conditions, for example, when processing is necessary to comply with legal
obligations.

In Article 5, the principles relating to the processing of personal data are described. There
are six core principles that are described in Article 5(1):



2. BACKGROUND AND RELATED WORK

. Lawfulness, Fairness and Transparency: Personal data has to be processed “lawfully,
fairly and in a transparent manner” so that it is understandable to the data subject.

. Purpose Limitation: Once personal data has been collected for specific and legiti-
mate purposes, it cannot be processed for other purposes that are not compatible
with the original ones. Exceptions are made for archiving purposes under certain
conditions.

. Data Minimization: The processing of personal data should be adequate and limited
to the extent that is required in relation to the purposes for which the personal data
has been collected.

. Accuracy: The collected personal data has to be accurate and must be updated if
needed. Data that is inaccurate in relation to the purpose of’its processing must be
deleted or corrected without any delay.

. Storage Limitation: Personal data should be stored in a way that allows the iden-
tification of the data subject for no longer than it is required for the purposes for
which the data has been processed. Exceptions are made for archiving purposes
under certain conditions.

. Integrity and Confidentiality: The method used for processing personal data must
offer an appropriate level of security. This includes protection against unauthorized
or unlawful processing and against accidental loss, destruction or damage.

The concept of accountability is introduced in Article 5(2) and specifies that the controller
(e.g., the operator of a website that processes personal data) is responsible for ensuring
compliance with the principles and has to be able to provide evidence of such compliance.

According to Article 6 of the GDPR, the processing of personal data is only lawful un-
der certain conditions. At least one of the following six conditions must be met for the
processing of personal data to be considered lawful. The processing of personal data is

lawful if'it is necessary for ...
m the performance of a contract with the data subject,
m the compliance with a legal obligation,

m the protection of the vital interests of the data subject or another person,

m the performance of a task carried out in the public interest or in the exercise of

official authority,
m the purposes of the legitimate interests of the controller or a third party,

... or if the data subject has given explicit consent for one or more specific purposes.

5



2. BACKGROUND AND RELATED WORK

In the scope of this thesis, we will mainly concentrate on the condition relating to the
requirement of obtaining consent. Article 4(11) of the GDPR defines consent as “any freely
given, specific, informed and unambiguous indication” by the data subject, through a
statement or affirmative action, signifying agreement to the processing of their personal
data. The conditions for consent are further specified in Article 7 of the GDPR, where
in paragraph 2, it is stated that consent must be obtained “in an intelligible and easily
accessible form, using clear and plain language”.

2.2. Cookies, Banners and the IAB TCF

Cookies are small pieces of data that are stored by a web browser on a user’s device upon
visiting a website. They are often used for session management (e.g., maintaining the login
status), personalization (e.g., storing the language preference) and tracking users to analyze
their behavior [15, 16]. Different types of cookies can be classified according to how long
they exist, where they come from and what purpose they serve. In regard to their lifespan,
a difference is made between so-called session cookies and persistent cookies. Session
cookies are temporary and are erased as soon as the web browser is closed or a session is
terminated. Persistent cookies, on the other hand, are cookies that remain on the user’s
device until either the user or the web browser deletes them according to the cookie’s
expiration date. Cookies are stored either directly on a user’s device by the website that
they have visited or by a third party, such as an advertiser. They are known as first-party
cookies and third-party cookies. According to their purpose, cookies can be categorized
in the following way:

m Strictly Necessary Cookies: Essential for browsing websites and using their features.
For example, they enable access to secured areas of websites or to place items in a
shopping cart in an online shop.

m Preferences Cookies (or Functionality Cookies): Allow websites to remember choices
that a user has made during a past visit. For example, the preferred language in
which a website should be displayed or the user’s login data to enable automatic
login.

m Statistics Cookies (or Performance Cookies): Collect information about how a user
interacts with a website in order to improve the functionalities of websites. For
example, which websites a user has visited and which links have been accessed. The
information is collected in an anonymous way.

m Marketing Cookies: Track a user’s online activity to allow advertisers to display more
relevant advertisements or to limit the number of times the same advertisement is
shown to a user. These types of cookies may share information with other third
parties (such as advertisers).

6



2. BACKGROUND AND RELATED WORK

There are also cookies that do not fit into any of these categories or that can be assigned
to more than one category.

The use of cookies is a common way to collect and share personal data in the digital envi-
ronment [17]. Cookies serve a variety of purposes and can store information that, especially
when combined with other data, can lead to the identification of a specific user. Recital 30
of the GDPR highlights this by explaining that identifiers such as cookies can be used to
create user profiles, which may then be used to identify users [18]. As a result, cookies are
considered personal data under the GDPR when they relate to an identified or identifiable
natural person and are therefore subject to its terms.

The ePrivacy Directive (ePD, also referred to as cookie law) supplements the GDPR by
addressing the processing of personal data and the protection of privacy in the electronic
communications sector [3, 19]. According to Article 5(3) of the ePD, storing or accessing
information that is already on a user’s device is only permitted if the user has been pro-
vided with clear and comprehensive information about the purpose of the processing and
has given their explicit consent. This does not apply when the technical storage or access
is strictly necessary to provide a service explicitly requested by the user.

To comply with legal requirements, website operators commonly use cookie consent no-
tices, also known as cookie banners, to inform users about the use of cookies and to obtain
consent for processing personal data [2]. Such banners are usually displayed when a user
visits a website for the first time [20]. They provide interactive elements that allow users to
adjust their settings according to their privacy preferences in order to choose the extent
of consent they wish to give. While some banners simply inform users about the use of
cookies without offering further options, others offer details and sometimes very granu-
lar options [4]. Cookie banners are therefore often structured in multiple levels. The first
level typically offers basic options, such as Accept all or Reject all and an option to manage
the preferences. If users choose to manage their preferences, they are taken to a more
detailed settings interface on a further level. This level offers more options, where users
are able to enable or disable cookies based on their purpose or even exclude individual
third-party services from their consent. Figure 2.1 shows an example of a banner that is
structured in levels and displays basic options in the first level but detailed options on
further levels.

Many of these cookie banners are implemented by third-party services known as Con-
sent Management Platforms (CMPs), which offer consent management as a service. CMPs
support website operators in obtaining, storing and managing user consent in accordance
with data protection regulations such as the aforementioned GDPR [21, 22, 20]. For exam-
ple, website operators can use the services of CMPs to include customizable but ready-to-
use cookie banners on their websites, instead of developing their own [23].

7



2. BACKGROUND AND RELATED WORK

Manage Cookie Preferences

We also use essential cookies, these cannot be tumed off

Analytics:

We may allow third parties to use analytics cookies to understand how you use our websites so QB off
we can make them better and the third parties can develop and imprave their products, which
they may use on websites that are not owned or operated by Microsoft

Social Media:

We may use social media cookies (o Show you content based on your social media profiles and Q@ off
activity on o tes. They're used to connect your activity on our w
media profiles 50 the content you see on our websites and on social media will better reflect

0 your social

your interests.

Advertising:
B2 Microsoft Bing
Enable the use of cookies for making advertising more relevant and to Support the sourcing of QB off
Microsoft and our third-party vendors use cookies and similar You can select ‘Accept' to consent to these uses, ‘Reject to high-uallty content on this site. I yau o't allow this use, then ads shown to you may be less
technologies to deliver, maintain, and improve our services and decline these uses or click on ‘More options’ o review your )
ads. If you agree, we will use this data for ads personalization options. You can change your selection under ‘Manage Cookie elevant.
and associated analytics. Preferences’ at the bottom of this page. Privacy Statement
[ B
(a) First level of the banner with basic options. (b) Second level showing detailed options.

Figure 2.1.: Example of a multi-level cookie banner that presents basic options and more detailed
options on different levels [24].

To ensure that user consent is consistently collected, stored and distributed to various
stakeholders in the digital advertising ecosystem, many CMPs implement the principles
of the Transparency & Consent Framework (TCF) [25, 26]. The TCF is a voluntary technical
standard that was developed by the Interactive Advertising Bureau (IAB) in collaboration
with the IAB Tech Lab [25, 27]. It intends to primarily support website and app publishers,
advertisers, as well as technology providers, in meeting the requirements of the GDPR
and ePD. In order to accomplish this, the TCF provides a standardized way to inform
users about data collection practices, obtain valid consent for processing personal data
and communicate user consent choices to other companies within the digital advertising
supply chain. This does not only include informing users how information is stored and
accessed on their devices and that their personal data is being processed, but also inform-
ing them about the purposes of such processing and which companies are interested in
processing their personal data for these purposes. In addition, users should be given the
possibility to manage their consent choices in a more granular way, such as allowing them
to consent only to specific purposes or exclude individual third-party services from their
consent [4, 28].

In the scope of this thesis, we use TCF v.2.2 and focus on the parts of the TCF that are
directly experienced by users. The TCF has defined specific purposes for data processing,
which are presented to users through a CMP [28]. Users are then given the option to con-
sent to or object to each purpose, depending on the applicable legal basis. For the legal
basis, the TCF follows the concepts of consent and legitimate interests - as introduced in
Section 2.1 - which correspond to the lawful grounds for processing under Article 6 of the
GDPR, specifically Articles 6(1)(a) and 6(x)(f).
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The eleven purposes in the TCF v2.2 are:

P1 Store and/or access informationona  P7 Measure advertising performance

device P8 Measure content performance
P2 Use limited data to select advertising P9 Understand audiences through sta-
P3 Create profiles for personalised ad- tistics or combinations of data from
vertising different sources

P4 Use profiles to select personalised Pio Develop and improve services
advertising P11 Use limited data to select content
Ps5 Create profiles to personalise content
P6 Use profiles to select personalised
content

Figure 2.2 shows an example of how the options for these purposes can be displayed in a
cookie banner implemented by a CMP that follows the TCF [29]. In the second level, more
detailed options are provided for the defined purposes.

Customize Consent Preferences x

Customise your consent preferences for Cookie Categories and advertising tracking preferences for Purposes & Features
and Vendors below. You can give granular consent for each Third Party Vendor. Most vendors require explicit consent for
personal data processing, while some rely on legitimate interest. However, you have the right to object to their use of
legitimate interest. Additionally, please note that your preferences regarding purposes and vendors are saved in a cookie

named ‘euconsent’ on your device and may be retained for up to 730 days to remember your choices

Cookie Categories  Purposes & Features  Vendors

v Purposes (11)

> Store and/or access information on a device Consent

> Use limited data to select advertising Legitimate Interest @) | Censent

> Create profiles for personalised advertising Consent

> Use profiles to select personalised advertising Consent

| Reject All | | Save My Preferences | | Accept All |

Powered by Cookieves

Figure 2.2.: Section of a cookie banner implemented by a CMP registered with the IAB TCF [30].

Next to the purposes, the policies of the TCF also define special purposes, features, special
features and stacks. For the scope of this thesis, we focus exclusively on the purposes and
do not consider the other elements in further detail.

The TAB TCF has been the subject of ongoing legal proceedings, in which earlier ver-
sions were found not to be fully GDPR-compliant [31, 32]. Concerns were raised regarding
aspects such as transparency, legal basis and security. Many of the required improvements
have already been implemented in TCF v2.2, which remains widely used. While the ruling
does not directly affect the scope of this thesis, it should not be overlooked.
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2. BACKGROUND AND RELATED WORK

2.3. Prior Research on Cookie Banners

In the following sections, we will look at work that focuses on cookie banners in regard to
user interaction, dark patterns and the development of browser extensions that minimize
user interaction with cookie banners.

2.3.1. Interaction of Users with Cookie Banners

Advances Metrics [14] have performed a behavioral study in 2023, where they analyzed the
interaction of users with cookie banners *. For the cookie banner, they used a CMP that
contained various functions on the first and second level. On the first level, the users were
able to accept or reject all cookies, close the banner or click on the settings button. Click-
ing the settings button led them to the second level of the cookie banner, which served
as a privacy preference center. There, users were able to accept or reject cookies based on
categories (e.g., strictly necessary cookies or functional cookies). The users could either
confirm their personalized selection, accept all cookies or simply close the cookie banner
again. The results showed that on the first level, roughly 68% chose to either ignore or
close the cookie banner, while 25.4% accepted all cookies and 5.3% rejected all cookies.
Only 0.4% of the participants clicked on the settings button to get to the privacy prefer-
ence center on the second level.

In a survey conducted by Bitkom Research [8] in early 2024, around 1,000 internet users
were questioned on their stance towards cookie banners and how they deal with them. In
regard to their stance, 76% of the participants stated that they are annoyed by cookie ban-
ners. 34% believe that cookie and tracking settings are important, but at the same time, a
similar amount admitted that they do not understand these settings at all. When it comes
to how they deal with cookie banners, 24% of the participants said that they, in general,
accept all cookies because they do not want to interact with cookie banners. 21% reject
everything that is possible, while 33% specifically customize their selection.

In Exploring the Cookieverse: A Multi-Perspective Analysis of Web Cookies, Rasaii et al. perform
a measurement study in order to analyze the cookie landscape of the top 10,000 Tranco
websites from different geographical locations [23]. For this, they considered various fac-
tors that could influence the cookie landscape. To detect cookie banners on the websites,
they developed a tool that automatically detects cookie banners and interacts with them
in order to accept or reject cookies. They reported a high accuracy in detecting cookie
banners and interacting with them. However, they also mentioned cases where their tool
failed to detect the cookie banner or incorrectly identified unrelated HTML elements as
cookie banners. They attributed this to the variety of different cookie banners that make
automated detection and interaction more challenging.

'Results of the study should be interpreted with caution since it appears to lack peer review.
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In 'This Website Uses Cookies”: Users’ Perceptions and Reactions to the Cookie Disclaimer, Kulyk
et al. [10] conducted a survey on how users perceive and deal with cookie banners. Accord-
ing to the results of their evaluation, users are more likely to have a negative perception
of cookie banners, which stems from the fact that they are either annoyed by them or see
them as a threat to their privacy. Kulyk et al. report that there is a lack of understanding
of the concept of cookies and the consequences that their use implies. They conclude
that users need to be made more aware of the concept of cookies and how they affect the
privacy of users. In addition, they suggest that users should also be given more support
when making their decisions. For example, by oftering summaries of privacy policies that
are easier to understand.

2.3.2. Dark Patterns in Banner Designs

Dark patterns are user interface elements that intentionally influence the behavior of
users, causing them to act against their actual intentions or best interests [33]. By us-
ing them, organizations benefit at the expense of users, who lose their ability to make
informed decisions [34]. In the context of this thesis, such organizations are, for example,
represented by the website operators that use cookie banners.

The effects of different cookie banner designs on the consent behavior of users were ob-
served by Utz et al. in (Un)informed Consent: Studying GDPR Consent Notices in the Field [4].
On the websites that they examined, they were able to detect various dark pattern tech-
niques, such as highlighting buttons to nudge the user to accept certain options, hiding
additional options in hard-to-see links or even pre-selecting certain options. All of these
techniques, as well as the position of the cookie banner and the options that are offered
within the cookie banner, influence the decisions that users make. Therefore, they call
for clear guidelines on how consent should be obtained to ensure that users can make a
free and informed decision.

In Dark Patterns in the Wild: Review of Cookie Disclaimer Designs on Top 500 German Websites,
Krisam et al. [11] perform a manifold study that categorizes cookie banners according to
their designs, explores their use of dark patterns and evaluates the legal compliance of
their designs. Krisam et al. found that among the investigated websites that displayed a
cookie banner with the option to reject cookies, about 86% used some form of visual nudg-
ing to get the user to accept all cookies instead. Their findings also showed that rejecting
the use of cookies takes more effort than just accepting them. They conclude that users
need to be made more aware of the use of dark patterns and the consequences associated
with them. They suggest that their usage should be addressed from a legal perspective
and that measures to assist users in protecting their privacy need to be developed.

11
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2.3.3. Browser Extensions for Minimizing User Interaction

In order to estimate the effort required by users to disable non-essential cookies and ex-
plore the factors that affect the decisions that users make when interacting with cookie
banners, Khandelwal et al. conducted an online study in CookieEnforcer: Automated Cookie
Notice Analysis and Enforcement [20]. They note that users may find it difficult to make an
informed decision on a website that displays a cookie banner that offers very detailed op-
tions. This causes users to rely on the provided default settings, which tend to be more
favorable to the service provider and thus more privacy-invasive. When surfing the web,
users feel interrupted and annoyed when they have to interact with cookie banners and
are concerned about their privacy. To reduce the effort required by users when interact-
ing with cookie banners, Khandelwal et al. introduce a system that automatically detects
banners and interacts with them to disable all non-essential cookies. They state that their
system uses machine learning techniques and is able to predict the necessary steps to dis-
able all unnecessary cookies with an accuracy of 91%. The user study conducted indicates
that the effort required by users to manage their cookie settings is significantly reduced.

A Large-Scale Study of Cookie Banner Interaction Tools and Their Impact on Users’ Privacy by
Demir et al. [13] further compares the effectiveness of different browser extensions that
were developed to automate the interaction with cookie banners. For example, the browser
extension I Don’t Care About Cookies [35] initially hides the cookie banner and only inter-
acts with it if'it is needed for the functionality of the website. In this case, the extension
would either accept only the necessary cookies or all cookies, depending on the effort that
is required. In the study, various privacy settings, such as accepting all cookies or reject-
ing all cookies, were set within the tested browser extensions to investigate to what extent
they were able to implement the preferences of a user. Demir et al. state that the tested
browser extensions differ in terms of their success when implementing user preferences,
even if they are configured in a similar way. They conclude that users can use the tested
browser extensions to avoid direct interaction with cookie banners, but suggest that users
should use additional tools, such as browser extensions like Privacy Badger [36], to limit
other forms of web tracking.

2.4. Approaches to Language Accessibility

In the following section, we initially use German wording in order to introduce two lan-
guage accessibility concepts. A specific notion of plain language is then defined at the end
of the section and used consistently throughout the thesis.

As mentioned in Section 2.1, Article 7(2) of the GDPR requires that consent is obtained “in
an intelligible and easily accessible form, using clear and plain language”. In Section 2.2
we noted that the ePD further supports this by requiring that users must be given “clear

12



2. BACKGROUND AND RELATED WORK 13

and comprehensive information” about the purpose of the processing [3]. Furthermore,
the European Data Protection Board (EDPB) also suggests in their guidelines that the lan-
guage used to obtain consent should be easily understood not only by experts but also
by the average person [7]. To ensure that users can truly make an informed decision, the
guidelines demand the use of clear and plain language. When it comes to plain language,
as mentioned in the GDPR, the ePD and the EDPB, there are two concepts that are com-
mon in Germany - Leichte Sprache and Einfache Sprache.

Leichte Sprache is a concept based on fixed rules that is designed to make complex texts
more accessible, in particular for disadvantaged groups of people [37]. Itis primarily aimed
at people with cognitive impairments such as learning and reading difficulties. It does not
only simplify texts linguistically, but also reduces their content so that only the most im-
portant information remains. The rules include, for example, that no technical terms may
be used and that very simple, short words and sentences, each containing only one state-
ment, should be used. Since the introduction of the Barrier-free Information Technology
Ordinance (BITV 2.0) [38], the use of Leichte Sprache is mandatory for websites of public
authorities in Germany.

The concepts of Einfache Sprache and Leichte Sprache are often confused [39]. Although
both concepts aim to simplify complex texts, they differ in their target groups and lin-
guistic implementation. While Leichte Sprache was developed specifically for people with
cognitive impairments, Einfache Sprache targets a broader group of people and aims to
make complex texts more understandable for everyone. Instead of fixed rules, there are
only recommendations for its use and it is not legally required. Texts that follow the con-
cept of Einfache Sprache may contain technical terms and present the full content of the
original text in a simplified form. Einfache Sprache can therefore be seen as an extension
of Leichte Sprache or as a reduction of standard language [40].

For example, the ORF.at website introduced a module in 2020 that makes the news ac-
cessible to readers regardless of their language level by presenting the most important
news of the day in Einfache Sprache [41]. The feature can be accessed by navigating to the
Einfache Sprache section of the website, which is shown in Figure 2.3. Once activated, the
readers are provided with a selection of the day’s most important news articles written in
Einfache Sprache.

EINFACHE SPRACHE
Hier kénnen Sie die wichtigsten Nachrichten aus den ORF- X

Onlineangeboten barrierefrei in Einfacher Sprache lesen.

Aus

Figure 2.3.: Interface element to enable the most important news of the day in Einfache
Sprache [42].
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Definition (Plain language). In the scope of this thesis, we will use the concept of Ein-
fache Sprache as a role model for simplifying the content of cookie banners. Whenever
plain language is mentioned in this thesis, it refers specifically to the concept of Einfache
Sprache (as defined in DIN ISO 24495-1 [43] and DIN 8581-1 [44]).

2.5. Tools for Plain Language

In the following sections, we introduce three tools that can be used for rephrasing texts
into plain language: Klar und Verstindlich, capito.ai and Wortliga. We will briefly describe
each tool and provide an example of their usage with regard to plain language.

2.5.1. Klar und Verstindlich (K&V)

In 2024, Multisprech introduced the custom GPT Klar und Verstindlich (K&V, lit. “clear
and understandable”) on the ChatGPT platform [45]. K&V is a tool that uses artificial in-
telligence (AI) and takes the DIN norms for plain language, mentioned in Section 2.4, into
consideration to make texts easier to understand. In particular, criteria such as the under-
standability and relevance of the texts are considered. To ensure understandability, short
sentences are used and difficult terms are explained. The entire content of the original
text is rephrased and important information is highlighted to ensure relevance. In this
way, comprehensible texts which are intended for a wide range of readers are meant to be
produced, with the aim to reach people with different levels of education. Since K&V only
supports German as a target language, the user interface of the tool is also in German.
Therefore, the example figures included in this section also contain German texts. How-
ever, any German elements that are relevant for understanding the tool’s functionality are
explained in the text.

f/—-

-

Klar und Verstandlich (K&V)
on mulbisprech.org @

Ubertragt schwierige Texte in Einfache Sprache fur alle.

Fasse meinen Gib meinen Text Wandle meinen Ubersetze meinen
Text verstandlich in Einfacher Textin einfache Fremdsprache-Text
Zusammen. Sprache wieder. Fragenund... in klares Deutsch.

(=]

+ Stelle irgendeine Frage

Figure 2.4.: User interface and menu of K&V [46].
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The menu of K&V, which can be seen in Figure 2.4, provides predefined prompts for per-
forming various tasks. In addition to rephrasing text into plain language, users can sum-
marize a text or convert it into a set of questions and answers in plain language. It is also
possible to translate foreign-language texts into plain language with German as the tar-
get language. Figure 2.5 shows an example, where we request K&V to rephrase a cookie
banner text that is written in German into plain language. It also includes the response,
which provides the text written in plain language.

Gib meinen Text in Einfacher Sprache wieder.

Sehr gern! Bitte schick mir den Text, den ich in Einfache Sprache (ibersetzen soll.

@6 dPY

Wenn Sie Cookies akzeptieren, verwenden wir diese, um lhre
Erfahrung zu verbessern und anzupassen und unseren Partnern zu
ermoglichen, Ihnen personalisierte PayPal-Anzeigen zu zeigen, wenn
Sie andere Websites besuchen.

Hier ist der Text in Einfacher Sprache:

Verwendung von Cookies

Wenn Sie Cookies erlauben, passiert Folgendes:
« Wir machen Ihre Nutzung unserer Seite einfacher und besser.
« Wir passen die Inhalte an lhre Winsche an.
« Unsere Partner kénnen Ihnen Werbung von PayPal zeigen, wenn Sie andere Internetseiten besuchen.

Figure 2.5.: Requesting K&V to rephrase an excerpt of a cookie banner text [47] written in German
into plain language.

A comparison has shown that K&V is one of the top Al tools for plain language [48]. The
tool can be used for free with a ChatGPT account, but it is important to note that users
should be careful about the texts they insert for the translation, as there is no guaranteed
data protection.

2.5.2. capito.ai

Another tool that can be used for text analysis and simplification is capito.ai [49, 50]. It
offers many difterent features, such as checking the comprehensibility of a text, providing
support for using gender-sensitive language or simplifying text into the three language
levels A1-A2, A2-B1 and Bi-B2. The Al-based tool has been trained on more than 6,000
translation projects, with its learning process still ongoing.
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2. BACKGROUND AND RELATED WORK 16

For the analysis or simplification of a text, the text simply needs to be copied into the
tool. It then checks the comprehensibility of the text and determines to what extent it
matches each of the three language levels A1-A2, A2-B1 and B1-B2. A percentage for each
of the language levels is provided in capito.ai [51]. The percentage describes how strongly
the analyzed texts can be considered to be written in each of the language levels. A1-A2
is considered to be very easy language that aims to provide information to a target group
that struggles to process complex information. Texts written in this language level only
contain the most important information. According to capito.ai, texts written in the lan-
guage level A2-B1 are understood by most people. The language levels A1-A2 and A2-B1
reflect the concept of easy language that was shortly introduced in Section 2.4 as Leichte
Sprache. The concept of plain language that was defined in the same section is reflected
by the language level B1-B2, as stated by capito.ai. A more detailed description of each
language level is provided in Appendix D. To simplify the text, one of the language levels
must be chosen directly as the target language level. Figure 2.6 shows the interface of the
tool with an example in which a text is rephrased into the language level B1-B2, which, as
mentioned, is relevant for plain language. The figure shows that the original text matched
the B1-B2 language level by 17%, while the rephrased version matched it by 94%.

Analysis simplification Translation Summary

If you accept cookies, we'll use them to improve and customise @

your experience and enable our parners fo show you persorflised | Terget language level @ [ at-az | az-e1 | ([ Simplify E)

PayPal ads when you visit other sites. Manage cookies and learn The result isn't right? Try again

L]

more

If you accept cookies, we will improve your experience. We will also %’
show you PayPal ads on other sites. You can manage cookies and learn @

o

more,

Al generated

A1-A2 0% A2-Bl 1% B1-B2 17% W= 196 characters Analyse automatically A1-A2 70% A2-B194% B1-82 94% Capito® v23.20

Figure 2.6.: Simplification of a cookie banner text [47] in capito.ai, from original (left) to plain lan-
guage version (right); results of the language level analysis are shown at the bottom.

Four languages are currently fully supported: German, English, French and Spanish.
Other languages are still in the beta stage. The tool capito.ai can be accessed through
the website, through an API or installed as an on-premise solution if needed. Regarding
data protection, it is stated that texts are handled with care and not shared with third par-
ties. Additionally, they offer expert services for translating texts into plain language and
provide workshops and training courses for it. Users who are not satisfied with the results
of the AT are encouraged to contact the experts directly for support.
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2.5.3. Wortliga

Wortliga offers two features that are designed to assist in the rewriting of texts with the
help of Al technology - the Wortliga Rewriter and the Wortliga Text Analysis [52]. For ex-
ample, using the Al-powered features, users can rephrase a text into a version written in
plain language [53]. The features provided by Wortliga can be used in over 50 languages,
enabling the optimization of texts for different groups of people internationally. The ba-
sic version of Wortliga can be used for free without the need for registration. However,
the plain language function is only included in the premium version. Wortliga values data
protection and security. Texts are therefore handled in accordance with the GDPR and
are not stored or used for Al training. For the analysis or simplification of a text, the text
simply needs to be copied into the chosen feature.

In the following sections, we briefly describe the Wortliga Rewriter and the Wortliga Text
Analysis features separately, in order to show their interfaces and explain their unique
functionalities more clearly. The user interface of Wortliga is in German. Therefore, the
example figures included in the following sections also contain German texts. However,
any German elements of the example figures that are relevant for understanding the tool’s
functionality are explained in the text.

Wortliga Rewriter

When text is entered into the Wortliga Rewriter, the tool immediately analyzes it. As a
result, the language level in which the text is written, as well as its computed readability
score, is displayed. To rephrase the text into plain language, we simply need to choose the
plain language function and specify the output language. By clicking on a button, we can
generate a rephrased version of the entered text written in plain language.

& Modus: | Enachesorache | @ Sprache: | engisch . m

If you accept cookies, we'll use them to X If you agree to cookies, we will use them to X
improve and customise your experience and I make your experience better and more

enable our partners to show you personalised personal. Our partners can then show you
PayPal ads when you visit other sites. PayPal ads made for you when you visit other

websites.

€2 Sprachniveau, 20% Lesbarkeit, 28 Wérter,
166712000 Zeichen B2 Sprachniveau, 62% Lesbarkelt, 33 Warter, 177 Zeichen

Figure 2.7.: Simplification of a cookie banner text [47] in the Wortliga Rewriter, from original (left)
to plain language version (right); language levels & readability scores are shown at the
bottom.
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Figure 2.7 shows the interface of the Wortliga Rewriter with an example where a cookie
banner text is rephrased into plain language. Since the language level and readability score
are also determined for the rephrased version, a direct comparison with the original text
is possible. In Figure 2.7, the original text received a language level of C2 and a readability
score of 20%. The rephrased version in plain language received a language level of B2 and
a readability score of 62%.

Wortliga Text Analysis

The text analysis tool of Wortliga provides various statistical data when analyzing a text.
For example, it includes the number of words, the reading time and the number of sen-
tences. It also provides a checklist that assists users in improving text comprehensibility
by identifying strengths (e.g., the absence of passive voice) and weaknesses (e.g., usage of’
long sentences), which can be seen on the bottom right of the following Figure 2.8.

8 Versténdlichkeit
e #alano »
01 0203 F| K U (4] ggrachmveau

® Sprachmelodie
Sehrlang

If you accept cookies, we'll use them to improve and Synonyme:
: : O Statistiken
customise your experience and enable our partners to Wahle ein Wort im Text aus Worter: 28
show you personalised PayPal ads when you visit other e ameeioen
sites. )
8 Checkliste:
KI-Werkzeuge: i lange Sitze 1
Markiere Text und wahle eine Aktion: Du verwendest keine
komplexen Wérter.
" . . .
Los ‘ Einfache Sprache v Toll, Dein Text ist frei von
P © passiv-Sitzen.

© Wunderbar, wir finden keine
Zeitform Perfekt.

Super, Du verwendest keine
T e T unpersénliche Sprache.

@ Sehrsut, Dubenutzt keine
Modalverben.

© Gut, Du benutzt keine
Abkiirzungen.

braur ig.de)

® Auslo

= Akademie
Toll, Du benutzt keine
D Hilfe © Phrasen.

Weniger anzeigen
=

Figure 2.8.: User interface of the Wortliga Text Analysis feature.

For the scope of this thesis, we only consider the language level and the score computed
for comprehensibility that is displayed in the top right corner of the figure. According to
Wortliga, comprehensible texts receive a score between 60 and 100 [54]. Each score comes
with a label that describes how comprehensible the text is. In combination, the language
level and comprehensibility score determine whether a text is considered comprehensi-
ble. For example, the text in Figure 2.8 received the language level C2 and a comprehen-
sibility score of 36 with the label medium.

The Wortliga Text Analysis feature also includes functions that are available in the Wortliga
Rewriter (e.g, the plain language function). Here, users can select which part of the text
the function should be applied to. This allows for a more detailed editing process than
using the rewriter, which only rephrases the entire text.
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2.6. Approaches for Plain Language in Other Fields

In the following, we will look at work that focuses on plain language in other fields. While
this work is not directly related to the simplification of cookie banner texts, the broader
goal of making complex information accessible through plain language is shared.

In Towards AI-supported Health Communication in Plain Language: Evaluating Intralingual Ma-
chine Translation of Medical Texts, Deilen et al. [55] evaluate an Al-based translation system
that rephrases medical texts into plain language. For their analysis, the study considers
German medical texts and compares the automatically generated plain language versions
with both the manually simplified versions created by experts and the original versions of
the texts. The evaluation considers criteria such as readability and correctness. In regard
to readability, the results showed that the Al-based translations were easier to understand
than both the original texts and the manually simplified versions. However, in regard to
correctness, the authors observed various types of mistakes, including not only grammat-
ical mistakes but also content-related mistakes. These mistakes, for example, included
mistranslations and incorrect explanations of technical terms.

Next to the custom GPT K&V that was already introduced in Section 2.5.1, Multisprech
introduced the custom GPT Biirgernah (lit. “close to the citizen”, e.g. “citizen-friendly”)
in 2025 that rephrases official texts from public authorities into plain language [56]. Public
authorities have to provide information to a diverse audience. Official texts often include
technical terms and specialized wording that cannot be simplified without careful consid-
eration. Such terms need to be carefully paraphrased or explicitly explained. Biirgernah,
which is still being tested, is intended to assist in making this information accessible to
a broad audience. In addition to rephrasing official texts into plain language, users can
also summarize them, convert them into sets of questions and answers or have specific
technical terms explained to them. Additionally, the tool offers a quality check for plain
language. Since Biirgernah is a custom GPT based on OpenAI’s ChatGPT, Multisprech
explicitly states that the tool offers minimal data protection and is not GDPR-compliant.

2.7. Research Gap

As seen in Section 2.3, existing research on cookie banners has primarily focused on topics
such as user interaction, dark patterns in design elements and the development of browser
extensions that minimize user interaction. To the best of our knowledge, no prior work
has directly explored the use of plain language in this context. Therefore, the absence
of research that addresses textual simplification using concepts such as plain language
highlights an unexplored aspect of cookie banners. This thesis aims to address this gap
by investigating the extent to which cookie banners can be made more understandable
and accessible through plain language under the consideration of the IAB TCEF.



3. Methodology

In this thesis, we will examine the feasibility of a concept designed to improve the com-
prehensibility of cookie banners. This concept combines the purposes defined in the IAB
TCF (see Section 2.2) with the principles of plain language. For each IAB TCF purpose, a
description rewritten in plain language will be created, based on the existing user-friendly
descriptions that have already been defined for each purpose within the framework. In
this thesis, these descriptions will be referred to as plain language descriptions. We will
examine to what extent the purposes are reflected in the textual content of cookie ban-
ners and whether they can be used to categorize the content. This will allow us to evaluate
whether this mapping - the assignment of IAB TCF purposes to the textual content of
cookie banners - can be implemented within the current cookie banner landscape.

The following sections provide a detailed description of the study design, the selection of
the website sample, the methods used for the identification and text extraction of cookie
banners, the categorization of banner content according to the purposes of the IAB TCF,
the creation of the plain language descriptions for each purpose, the generation of the
modified cookie banner texts and the exploratory measurement of comprehensibility.

3.1. Study Design

As part of this thesis, a feasibility study will be conducted. With this study, we aim to
examine whether and to what extent the proposed concept for improving the compre-
hensibility of the textual content of cookie banners can be applied in the current cookie
banner landscape. To get a representative overview of the current cookie banner practices,
a sample set of 200 websites with English-language cookie banners will be analyzed.

In order to process the text of a cookie banner, the text must first be extracted. For this
purpose, a browser extension will be developed, which can be used to extract the textual
content of the first level of the cookie banner and store it in a text file for further analy-
sis. In the next step, the extracted cookie banner text is categorized according to the IAB
TCF purposes. As mentioned in Section 2.2, the IAB TCF defines various purposes, which
describe for what reason personal data is meant to be processed. These purposes serve
as the basis for the categorization of the cookie banner text in this thesis. The goal is to
determine which of these purposes are actually contained in the respective cookie banner
texts. To automate the categorization, multiple approaches using statistical and AI-based
methods are explored. In a pre-study, the approaches are evaluated on a subset of our
website sample. The approach that most effectively detects and appropriately categorizes
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purposes within the cookie banner texts is selected for the main analysis of the website
sample.

For each IAB TCF purpose, a plain language description will be created based on the ex-
isting user-friendly descriptions that have already been defined for each purpose within
the framework. These plain language descriptions will be compiled into a structured lex-
icon alongside their corresponding purposes. The lexicon is intended to be used for the
generation of the modified version of the cookie banner text by mapping each identified
purpose to its corresponding plain language description. As a result, we receive a modi-
fied version of the cookie banner text in which each purpose is accompanied by its plain
language description, replacing the original banner text. This leaves us with both the
original and the modified version of each cookie banner text.

In order to evaluate the extent to which the textual content of the cookie banner has be-
come more understandable by the end of the process, the comprehensibility of the text is
measured both before and after the modification. This measurement is done using tools
that provide various functions for determining text statistics such as readability and dif-
ficulty by calculating scores or language levels.

It is important to note that we do not aim to prove the effectiveness of the concept in
regard to comprehensibility. Instead, we want to provide an initial assessment of’its po-
tential to improve the comprehensibility for users. Our focus remains on the feasibility
of the concept in regard to the mapping of TAB TCF purposes to the textual content of the
banner. We therefore apply the concept and examine its feasibility through an exploratory
and comparative analysis, which allows us to draw general conclusions in regard to its fea-
sibility.

The process, therefore, consists of the following steps, which are performed for each
cookie banner considered:

1. Text extraction from the first level of the cookie banner

2. Measuring comprehensibility of cookie banner text before modification

3. Automated categorization of the extracted cookie banner text based on the IAB T'CF
purposes

4. Generating a modified version of the cookie banner text by mapping the identified
purposes to their corresponding plain language descriptions using the constructed
lexicon

5. Measuring comprehensibility of cookie banner text after modification
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3.2. Selection of the Website Sample

As a basis for the selection of the website sample, we used the Majestic Million list [57,
58]. Published by Majestic, this list contains the top one million websites, sorted by the
number of subnets that refer to them. We chose the list as the basis for the selection of the
website sample because it provides a freely accessible dataset of websites that offers a wide
range of frequently referenced domains. Its broad coverage of different website types en-
sures that our study is not limited to one type of website but includes a variety of examples.

To select 200 websites from the full list of one million domains, a manual review was
conducted. The list was processed sequentially, starting with the top-ranked domains.
For each website visited, we checked whether a cookie banner was displayed and if the
banner text was written in English. To increase the likelihood that the banner text would
be displayed in English, we changed the browser language through the browser settings
to English. If the banner was still not displayed in English, the language was manually
adjusted in the settings of the website, where it was offered as an option. No translation
tools were used to convert the banner text to English, as we only wanted to consider ban-
ners that were natively available in English on the website.

In addition, to ensure that only one version of a website was included, we removed similar
versions of the same website. For example, if google.com was selected, google.de was
excluded. Similarly, a subdomain like play.google.com was excluded if it displayed a
cookie banner that was identical to that of its root domain, google.com. This approach
was taken to avoid redundancy and increase the diversity of cookie banner implementa-
tions in the website sample. Websites that were unavailable when the manual review was
conducted or that did not display a cookie banner at all were also excluded. The filter-
ing process continued until a final set of 200 qualifying websites was obtained. A table
containing the full website sample can be found in Appendix A.

3.3. Cookie Banner Text Extraction (Browser Extension)

In order to identify and extract the textual content of cookie banners, we will create a
browser extension for Firefox. Various detection methods have already been developed for
the automatic detection of cookie banners on websites. The approaches vary from using
filter lists that contain CSS selectors [59], traversing the HTML tree [60] to using BERT
classifiers [20]. However, the aim of this thesis is not to create a market-ready solution for
the identification or text extraction of cookie banners. Instead, we want to create a tool that
will help us collect the required data that we need to explore the feasibility of the proposed
concept within the scope of this thesis. Therefore, we decided not to explore existing
solutions because we want to create a browser extension that is specifically suited to our
requirements. This means that the browser extension will only contain the necessary
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functionalities and that it can easily be extended if needed. In our case, we want to create
a browser extension that enables users to extract the textual content of the first level of a
cookie banner. To achieve this, the extension must provide a way to identify the cookie
banner, extract its textual content and process it in such a way that only the plain text is
saved in a text file without any remaining HTML tags. The automatic detection of cookie
banners on websites is challenging due to the variety of their implementations [20, 23).
All of the aforementioned already existing approaches still report cases where the cookie
banner could not be detected. Therefore, the browser extension developed in this thesis
also may not be able to detect all cookie banners and extract their textual content and may
require user action for it. Identifying such limitations is part of the feasibility assessment.
More specific details on the implementation of the browser extension will be presented
in Section 4.1.

3.4. Categorization based on the IAB TCF Purposes

We test various approaches for the categorization of the extracted cookie banner texts
based on the purposes of the IAB TCF. To determine which purposes are reflected in the
cookie banner texts, we use both statistical and AI-based methods. In order to determine
which method delivers the most accurate results, a subset of the website sample is man-
ually annotated with the respective purposes (see Section 7 for additional notes on this
process). All statistical and Al-based methods are applied to this subset in a pre-study.
The results are then compared to the manual assignments to identify the most accurate
method. This method is subsequently used in the main study and applied to the entire
website sample. In the chosen method, the identified purposes for each cookie banner
text are saved in a CSV file for further processing,

For the statistical methods, we are going to explore three different approaches that each
use a different Python library. The open-source library spaCy is used for advanced nat-
ural language processing (NLP) [61]. It offers a wide range of functionalities and allows
us to determine the similarity between difterent texts by comparing their semantic rep-
resentations. We use the TheFuzz Python library with keyword matching to detect not
only exact matches but also close matches, such as slight variations of a word, when deter-
mining whether one of the purposes is included in the analyzed cookie banner text [62].
For keyword matching, we define specific keywords for each purpose and consider them
during the matching process. For the last method, we extend the keyword matching pro-
cess by using regular expressions. Additionally, we use the SentenceTransformers Python
module, also known as SBERT, to generate semantic representations of texts and calculate
their similarity scores [63, 64]. We write Python scripts that process the text files that were
previously saved by the browser extension, as mentioned in Section 3.3. We then apply
each of the three methods to these text files. Specific details on what each script does and
how it works are provided in Section 4.2.1.
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We use the AI toolbox provided by the Technische Universitit Braunschweig (TUBS Al
toolbox) for the AI-based methods [65]. The toolbox offers various models that can be ac-
cessed via an API. Among these models are the OpenAI models GPT-4.1 and 03, which we
intend to use in our two Al-based methods. This allows us to compare the results from a
general-purpose GPT model with those of'a deep reasoning o-series model [66]. We will
create a customized prompt that includes step-by-step instructions on how to process the
provided cookie banner texts and IAB T'CF purposes. The output should not only include
the purpose assignments, but also a short explanation for each assignment. This allows us
to get a better understanding of the decisions made by the AI, which can then be consid-
ered for further analysis and evaluation. More details on the prompt, the resulting output
and the Python scripts used to access the API can be found in Section 4.2.2.

The pre-study is performed on 15 websites from the website sample of 200 websites. In
Section 5.2, we evaluate the results of the pre-study and the main study. Our aim is to de-
termine to what extent the purposes are reflected in the cookie banner texts and whether
the purpose assignments as proposed are feasible for the current cookie banner landscape.

3.5. Plain Language Descriptions

For each TAB TCCF purpose, a plain language description will be created. With these plain
language descriptions, we intend to provide users with a better understanding of what they
are consenting to in regard to their personal data. We use the user-friendly descriptions
as a basis that have already been defined for each purpose within the framework. Table 3.1
shows each purpose with its defined user-friendly description, including the labels de-
fined in Section 2.2. Each purpose and its corresponding plain language description are
compiled into a structured lexicon. This lexicon is intended to be used for the generation
of the modified version of a cookie banner text (see Sections 3.6 and 4.4).

Purpose Label User-Friendly Description

P1 Cookies, device or similar online identifiers (e.g. login-
based identifiers, randomly assigned identifiers, network
based identifiers) together with other information (e.g.
browser type and information, language, screen size, sup-
ported technologies etc.) can be stored or read on your
device to recognise it each time it connects to an app or
to a website, for one or several of the purposes presented

here.

Continued on next page
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Purpose Label

User-Friendly Description

P2

Advertising presented to you on this service can be based
on limited data, such as the website or app you are using,
your non-precise location, your device type or which con-
tent you are (or have been) interacting with (for example,
to limit the number of times an ad is presented to you).

Information about your activity on this service (such as
forms you submit, content you look at) can be stored and
combined with other information about you (for exam-
ple, information from your previous activity on this service
and other websites or apps) or similar users. This is then
used to build or improve a profile about you (that might in-
clude possible interests and personal aspects). Your profile
can be used (also later) to present advertising that appears
more relevant based on your possible interests by this and
other entities.

P4

Advertising presented to you on this service can be based
on your advertising profiles, which can reflect your activity
on this service or other websites or apps (like the forms
you submit, content you look at), possible interests and
personal aspects.

P5

Information about your activity on this service (for in-
stance, forms you submit, non-advertising content you
look at) can be stored and combined with other informa-
tion about you (such as your previous activity on this ser-
vice or other websites or apps) or similar users. This is
then used to build or improve a profile about you (which
might for example include possible interests and personal
aspects). Your profile can be used (also later) to present
content that appears more relevant based on your possible
interests, such as by adapting the order in which content
is shown to you, so that it is even easier for you to find
content that matches your interests.

Continued on next page
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Purpose Label

User-Friendly Description

P6

Content presented to you on this service can be based on
your content personalisation profiles, which can reflect
your activity on this or other services (for instance, the
forms you submit, content you look at), possible interests
and personal aspects. This can for example be used to
adapt the order in which content is shown to you, so that
it is even easier for you to find (non-advertising) content
that matches your interests.

Py

Information regarding which advertising is presented to
you and how you interact with it can be used to determine
how well an advert has worked for you or other users and
whether the goals of the advertising were reached. For in-
stance, whether you saw an ad, whether you clicked on it,
whether it led you to buy a product or visit a website, etc.
This is very helpful to understand the relevance of adver-
tising campaigns.

P8

Information regarding which content is presented to you
and how you interact with it can be used to determine
whether the (non-advertising) content e.g. reached its in-
tended audience and matched your interests. For instance,
whether you read an article, watch a video, listen to a pod-
cast or look at a product description, how long you spent
on this service and the web pages you visit etc. This is very
helpful to understand the relevance of (non-advertising)
content that is shown to you.

P9

Reports can be generated based on the combination of data
sets (like user profiles, statistics, market research, analytics
data) regarding your interactions and those of other users
with advertising or (non-advertising) content to identify
common characteristics (for instance, to determine which
target audiences are more receptive to an ad campaign or
to certain contents).

P1o

Information about your activity on this service, such as
your interaction with ads or content, can be very helpful
to improve products and services and to build new prod-
ucts and services based on user interactions, the type of
audience, etc. This specific purpose does not include the
development or improvement of user profiles and identi-
fiers.

Continued on next page
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Purpose Label User-Friendly Description

P11 Content presented to you on this service can be based on
limited data, such as the website or app you are using, your
non-precise location, your device type, or which content
you are (or have been) interacting with (for example, to
limit the number of times a video or an article is presented

to you).

Table 3.1.: User-friendly descriptions for the purposes defined by the IAB TCF [67].

Using the features provided by capito.ai and Wortliga, which were both introduced in Sec-
tion 2.5, we ensure that our plain language descriptions are formulated in plain language.
Section 4.3 provides a more detailed description of how the tools are used.

3.6. Generation of Modified Cookie Banner Text

For the generation of the modified cookie banner texts, a Python script will be imple-
mented. The script uses the results of the categorization of the extracted cookie ban-
ner text (i.e., the CSV file that contains the identified purposes) described in Sections 3.4
and 4.2, as well as the lexicon that contains each purpose with its plain language descrip-
tion, as described in Sections 3.5 and 4.4.

In order to generate the modified version of the cookie banner, the script uses the lex-
icon to map each purpose identified during the categorization process to its correspond-
ing plain language description. In this way, we receive a modified version of the cookie
banner text in which each purpose is accompanied by its plain language description, re-
placing the original banner text.

We apply this process to every cookie banner considered, in order to obtain a modified
version of each cookie banner text. This leaves us with both the original and the modified
cookie banner text for further processing,

3.7. Measurement of Comprehensibility

In order to evaluate the extent to which the textual content of the cookie banner has be-
come more understandable by the end of the process, the comprehensibility of the text is
measured both before and after the modification. For the measuring process, we use the
Python library Textstat and the text analysis features provided by capito.ai and Wortliga.

Textstat is a Python library that allows us to calculate statistics from texts. These statis-
tics allow us to determine factors like readability, complexity or the grade level a user
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must at least have to understand the analyzed text [68]. While the library offers a wide
range of functions, this thesis only considers the Flesch Reading Ease Formula, the Gun-
ning FOG Formula and the New Dale-Chall Formula. The Flesch Reading Ease Formula
computes the Flesch Reading Ease Score, which indicates how easy a text is to read. The
Gunning FOG Formula computes the FOG Index of a text, which reflects the grade level at
which a reader should be able to understand the text. The New Dale-Chall Formula uses a
look-up table of the 3,000 most commonly used English words to compute the Dale-Chall
Readability Score, which also reflects the grade level at which a user should be able to un-
derstand the text. More details on the functions and how they are implemented in the
Python script used for the calculation of the statistics can be found in Section 4.5.1.

The tools capito.ai and Wortliga, which were introduced in Section 2.5, provide text anal-
ysis features that allow us to determine which language level the analyzed texts are in. A
percentage for each of the language levels A1-A2, A2-B1 and B1-B2 is provided in capito.ai.
In Section 2.5.2, we briefly explained the meaning behind each of the language levels. The
percentage describes how strongly the analyzed texts can be considered to be written in
each of the language levels. The Wortliga Text Analysis feature also provides information
on the language level and computes a score for comprehensibility. If the score is between
60 and 100, the text is considered to be comprehensible.

As already mentioned, it is important to note that we do not aim to prove the effective-
ness of the concept in regard to the comprehensibility. Instead, we want to provide an
initial assessment of its potential to improve the comprehensibility for users. The actual
effectiveness of the concept in regard to the comprehensibility is influenced by additional
factors that are beyond the scope of this thesis (see Section 7).



4. Implementation

In this chapter, we will describe how we implemented the ideas and methods of the con-
cept introduced in Chapter 3. This includes the extraction of cookie banner texts, the cat-
egorization of banner content according to the IAB TCF purposes, the creation of plain
language descriptions for each of the purposes, the generation of the modified cookie ban-
ner texts and the exploratory measurement of comprehensibility. Throughout the whole
chapter, we use a single cookie banner as an example to demonstrate the process that each
banner from the website sample undergoes during the feasibility study in this thesis.

First, we are going to describe the workflow of the browser extension that was devel-
oped for the extraction of the cookie banner text. We will then walk through the Python
scripts, which were written for the categorization of the banner content according to the
IAB TCF purposes. Next, we will explain how we used the features provided by capito.ai
and Wortliga to compose plain language descriptions for each of the purposes. We then
explain how we generate the modified version of a cookie banner text. Finally, for the ex-
ploratory measurement of comprehensibility, we describe the functions provided by the
Textstat library that were mentioned in Section 3.7 and explain how we use them in our
Python script. We also outline how we use the features from capito.ai and Wortliga to
additionally evaluate the comprehensibility.

4.1. Browser Extension CookieSense

In this section, we are going to describe the workflow of the Firefox browser extension Cook-
ieSense that was created as part of this thesis. CookieSense, which uses Manifest Version
3, aims to identify and extract the textual content of the first level of a cookie banner and
subsequently saves the extracted banner text to a text file.

4.1.1. General Workflow

Inspired by translation tools, where users highlight the text they want to translate and the
screenshot tool provided by Firefox, where HTML elements are highlighted when a user
hovers over them, we incorporated the concepts of user action and highlighting HTML
elements into CookieSense. In the extension, the user is instructed to directly click on
the cookie banner that is displayed on the website in order to identify it and initiate the
text extraction process. By allowing users to manually click on the cookie banner and
therefore select it, we avoid using more complex methods for identifying cookie banners,
such as filter lists containing CSS selectors, as mentioned in Section 3.3. To support the
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user during the selection process, the HTML element is highlighted when the user hovers
over it with the mouse. When a user clicks on a cookie banner, the extension tries to access
the HTML element that contains the banner. It then retrieves the outerHTML attribute of
the selected element, sanitizes it by removing all HTML tags and saves the resulting text
to a text file. Figure 4.1 provides an overview of the general workflow of CookieSense in

Banner text
extracted?

Yes

Error message
is displayed
in an alert

Extraction failed

Sanitized banner
text is displayed
in an alert

Extracted text
saved to text file

Yes Banner clicked
for extraction?

User cancels
selection mode
via extension

Extraction cancelled

Extraction successful

Figure 4.1.: Flowchart providing an overview of the general workflow of CookieSense.



4. IMPLEMENTATION 31

The flowchart illustrates the possible outcomes from the moment a user visits a web-
site while using the extension: a successful extraction, a failed extraction and a cancelled
extraction. We define an extraction as successful if the banner text could be extracted,
processed and saved in a text file. An extraction is considered to have failed if the banner
text could not be extracted for various reasons, such as the banner being contained within
an inaccessible element. If the user stops the extraction process manually, we say that the
extraction has been cancelled.

4.1.2. Core Components & Functionalities

To provide a deeper understanding of how CookieSense works and why the previously
mentioned outcomes are possible, we are going to describe the extension in a more de-
tailed way and illustrate its functionality by using a cookie banner as an example.

Pop-up Menu

One of'the core components of CookieSense is the pop-up menu, which allows the user to
initiate the cookie banner text extraction process. It is displayed when the user clicks on
the icon of the extension. As shown in Figure 4.2, the pop-up menu provides instructions
on how to start the text extraction process.

X

To activate the selection mode, click

P—
on "Extract”. Then, click on the cookie
banner to extract the contained text.

Figure 4.2.: Pop-up menu of the browser extension CookieSense.

By clicking on the Extract button, the user activates the so-called selection mode. This
mode is used to identify the cookie banner by asking the user to click on the banner.
Through this action, the HTML element that contains the banner is selected.

The underlying JavaScript defines the functionality of the pop-up menu. It includes an
event listener that ensures that specific functions run once the complete DOM of the
pop-up menu has been loaded. The variable isRunning indicates if the selection mode is
activated. Itis set to false by default since the selection mode is initially deactivated. The
value of the variable is constantly updated by syncing it with the value that has been set for
itin the local storage of the browser. We need to always keep the value up to date because it
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affects the functionality of other components of the extension. For example, it determines
the content that is displayed in the pop-up menu. Before we look at how the content of
the pop-up menu is changed, we are going to explain how the value of isRunning can be
changed. Within the pop-up menu, the value is changed when the user clicks on the Ex-
tract button. An event listener listens for a click and, when it occurs, executes a series of
functions that set the value of isRunning to true and update its value in the local storage
of the browser. We further send a message to the content script to signal that the selection
mode, along with its functionalities, should be activated. We also modify the content of
the pop-up menu because when isRunning is set to true and the selection mode is acti-
vated, we need to provide different instructions and display a different button, as pictured
in Figure 4.3.

X

Click on the cookie banner to extract

p——
the contained text or click on "Cancel"
to cancel the extraction process.

Figure 4.3.: Pop-up menu of the browser extension CookieSense when the selection mode is acti-

vated.

The instructions that are displayed in the modified pop-up menu explain how the text
extraction process can be cancelled by a user. This can be done by clicking the Cancel
button, which is shown instead of the Extract button when the selection mode is activated.
When a user clicks on the Cancel button, the isRunning variable is set back to false again
and is updated in the local storage of the browser. Once again, a message is sent to the
content script to signal that the selection mode and its functionalities have to be deacti-
vated. The content of the pop-up menu is also changed back to its original state, as shown
in Figure g.2.

Whenever a user clicks on the Extract button or the Cancel button, the pop-up menu auto-
matically closes. Users can also close the pop-up menu manually at any time by clicking
the close button, which is displayed as an X in the top right corner.

Content Script

As previously mentioned, the pop-up menu signals to the content script whether the se-
lection mode should be activated or deactivated. The content script has an event listener
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that listens for incoming messages and executes specific functions based on their content.
If the message contains the action start, the content script executes the startSelection
function. Meanwhile, if the message contains the action stop, the stopSelection func-
tion is executed.

The startSelection function sets the value of the variable selecting to true. Within
the content script, the variable selecting indicates whether the selection mode is acti-
vated or deactivated. By default, the variable is set to false because the selection mode
is deactivated initially. The function also adds two event listeners. One listens for mouse
movements and calls the detectionMouseMove function whenever the mouse is moved.
The other listens for clicks and calls the detectionClick function when the user clicks
anywhere on the website. The function detectionMouseMove determines which HTML
element the mouse pointer is hovering over. It supports the user during the selection
mode by highlighting the hovered element with a red dotted outline and a slight box
shadow. An example of this can be seen in Figure 4.4. This highlighting method is only
used as an example within the scope of this thesis. In practice, a suitable highlighting
technique would need to be explored and carefully selected in order to prevent misinter-
pretation and ensure accessibility for users with varying sensory abilities. However, as the
browser extension CookieSense is only used in this thesis to extract the cookie banner
texts, the evaluation of a suitable highlighting method is considered out of the scope of
this thesis.

P Personal ¥  Business v Developer Help Sign Up

July to September

Now get
3% cashback’

Terms and exclusions apply

if'you accept cookies, we'l use them to improve and customise your experience and enable!
lour partners to show you personalised PayPal ads when you visit other sites. Manage 1 Accept Decline X
‘cookies and learn more L

Figure 4.4.: Example of a hovered element during the selection mode [47].

When a user clicks on an HTML element, the function detectionClick is called, which
triggers the text extraction process. In the first step of the text extraction process, the
selected HTML element is slightly modified using the function makeVisible. This func-
tion aims to make visually hidden content within the selected element visible. Visually
hidden content refers to elements such as collapsed list items that are present in the code
of a website but remain hidden until the user expands them. However, since we do not
want to modify the original HTML element directly, we create a clone of the element and
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modify it instead. We then change the values of attributes that can be used to hide content.
Within the scope of this thesis, only the following attributes are considered and modified:

B aria-hidden set to false
B arja-expanded set to true

m display if set to none, changed to block.

These changes ensure that content hidden by these attributes is made visible in the clone.
Next, the modified HTML element is processed by the function formatHTML. The function
takes the outerHTML attribute of the modified HTML element and uses the sanitize-html
Python library [69] in order to remove any kind of HTML tags. Additionally, we reduce
multiple line breaks and spaces so that we receive a more compact text in the end. For
our example cookie banner, the outerHTML looks like this:

<h4 class="styles_text-title_medium__awycp4g CookieBanner_text"
data-ppui-info="title-text" id="cookieTitle" style="">If you accept cookies, we'll
use them to improve and customise your experience and enable our partners to show
you personalised PayPal ads when you visit other sites. <a id="manageCookiesLink"
href="https://www.paypal.com/myaccount/privacy/cookiePrefs?locale=en_GB"
pagename="PayPal Account | Mobile Wallet and More | PayPal UK|managecookies"
pa-marked="1" style="">Manage cookies and learn more</a></h4>

The resulting text after applying the modifications looks like this:

If 'you accept cookies, we'll use them to improve and customise your experience and enable
our partners to show you personalised PayPal ads when you visit other sites. Manage cookies
and learn more

If the text extraction was successful, then the resulting sanitized text will be displayed in
an alert and the text is saved in a text file. Figure 4.5a shows the alert that is displayed
for our example cookie banner. Since the extraction was successful, the alert shows the
resulting sanitized text.

@ www.paypal.com

@ vimeo.com

If you accept cookies, we'll use them to improve and
customise your experience and enable our partners to show
you personalised PayPal ads when you visit other sites.

Manage cookies and learn more

(a) Alert displays the extracted text when the text (b) Alert displays an error message when text extraction
extraction is successful. fails.

Extraction Failed!

Figure 4.5.: Examples of alerts for successful and failed cookie banner text extraction.
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If'the extraction fails, for example, if the HTML element is inaccessible, an error message
is shown in the alert instead. Figure 4.5b shows the alert that is displayed for this case.

In the case of a successful extraction, the function saveTextToFile is used to signal to the
background script that the Firefox downloads API [70] should be used to save the extracted
text to a text file. To end the text extraction process within the content script, we call the
function stopSelection. This function sets the variable selecting back to false, re-
moves the event listeners and removes the highlights of the selected element in order for
it to be displayed normally again. By setting selecting to false, the selection mode is
deactivated within the content script. In addition, the function stopSelection sends a
message to the background script to signal that the selection mode should be deactivated.
The message includes the reason for deactivation so that it can be documented.

Background Script

As soon as the background script receives a message that indicates that the selection mode
has to be deactivated, the variable isRunning is set to false in the local storage of the
browser. By setting isRunning back to false, the pop-up menu also updates its content
and shows the initial pop-up menu again, as previously shown in Figure 4.2. The back-
ground script also includes an event listener that listens for messages from the content
script that request that the successfully extracted text is stored in a text file. Using the
Firefox downloads API, the extracted text is saved in a text file for further analysis. The
filename of the text file is based on the URL of the website containing the cookie banner.
To ensure that existing text files are not accidentally overwritten, the value of the Firefox
downloads API's conflictAction attribute is set to uniquify so that a new file is created
each time [71]. This concludes the text extraction process.

4.1.3. Additional Functionalities

During the development of the browser extension CookieSense, we added additional func-
tionalities that were mainly used for testing purposes:

m We tracked visited URLs in the background script and documented, based on the
reason for the deactivation of the selection mode, if the text extraction process was
successful, cancelled or failed in a map array. URLs that are already contained in
the map array are not added again. Instead, the value associated with the URL is
updated. This information could be used, for example, during the evaluation of the
data. We used a part of the function to create the filename for the text file in which
the extracted cookie banner text is saved in.

m The content script includes the function getCSS. This function attempts to retrieve
the style sheets of a website and the computed style of the selected HTML element
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that is meant to be extracted. This function is not directly related to the text ex-
traction process but was added to test to what extent the CSS used on the selected
HTML element (i.e., the cookie banner) can be retrieved. We wanted to determine if
it is possible to use the retrieved CSS to reconstruct and modify the cookie banner
in order to create a visual representation of what the banner could look like after
modification. However, since this goes beyond the scope of this thesis, the idea was
only briefly explored and the function was commented out.

® Another small functionality that was added is that when we switch to a different
tab while the selection mode is activated, we immediately deactivate the selection
mode. We do this because, in that case, we are leaving the website on which the text
extraction process was originally started.

4.2. Python Scripts for the IAB TCF Categorization

In this section, we will walk through the Python scripts, which were written for the cat-
egorization of the banner content according to the IAB TCF purposes. As explained in
Section 3.4, both statistical and AI-based methods are considered to determine which pur-
poses are reflected in the cookie banner texts.

Before we describe the Python scripts, we need to recall the IAB TCF purposes intro-
duced in Section 3.3. Within the scripts, we are going to use the purposes alongside their
defined labels in various ways. The eleven purposes are:

P1 Store and/or access informationona Py Measure advertising performance

device P8 Measure content performance
P2 Use limited data to select advertising P9 Understand audiences through sta-
P3 Create profiles for personalised ad- tistics or combinations of data from
vertising different sources

P4 Use profiles to select personalised Pio Develop and improve services
advertising P11 Use limited data to select content
P5 Create profiles to personalise content
P6 Use profiles to select personalised
content

An additional function will be added to the method that is chosen at the end of the pre-
study. This function will output the filename and the identified purposes to a CSV file,
which will be used to generate the modified cookie banner texts, as described in Sec-
tion 4.4.
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4.2.1. Statistical Methods

For the statistical methods, we implemented three Python scripts. Each of them uses a
different Python library, which allows us to explore various approaches. As described in
Section 3.4, we use the Python libraries spaCy, TheFuzz and SentenceTransformers. The
Python scripts process the text files that, as described in Section 4.1, were previously saved
by the browser extension CookieSense.

In the following subsections, we will describe how each Python script processes the text
files and how the aforementioned Python libraries are used for this processing. First, we
will look at the Python script that uses spaCy. After that, we will take a look at the script
that uses TheFuzz, followed by the one that uses SentenceTransformers.

spaCy

In the Python script that uses the spaCy library, we want to determine the similarity be-
tween the IAB TCF purposes and the extracted banner texts. To do this, we compare each
purpose to each sentence of the extracted text. Since spaCy is an open-source library for
advanced natural language processing (NLP), it computes the similarity by comparing the
semantic representations (i.e.,, word vectors) of each purpose and sentence [61]. To gen-
erate the semantic representation of a text, spaCy requires the use of trained pipelines
that come with word vectors. We use the pipeline package en_core_web_lg, which was
trained specifically for the English language and contains 343,000 unique word vectors [72].

Our script processes all of the text files that are stored in a specific folder. First, the con-
tent of each text file is converted to lowercase to enable a case-insensitive comparison.
Next, we use the trained pipeline to generate the semantic representation. With this rep-
resentation, we can use the sents property to create a list of all the sentences of the text.
Before we start to compare each purpose to each sentence, we define a threshold for the
similarity score that determines whether a purpose is included in the results and there-
fore considered to be included in the text. The comparison process consists of iterating
over each purpose one by one and performing the comparison as follows: For each pur-
pose, we also first convert it to lowercase and then generate its semantic representation
using the trained pipeline. We then compare it with each sentence using the similarity
function provided by spaCy and also keep track of the highest similarity score observed
among the comparisons. After comparing the purpose with each sentence, we check the
highest similarity score and compare it to the threshold. If the score is equal to or above
the threshold, the purpose with its highest similarity score is added to the results list and
considered to be included in the text.

For the output, we print out the file path to the processed text file, the results sorted in
descending order by their similarity score and a list of the detected purposes using their
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defined labels. For our example cookie banner, the output with a threshold of 0.8 is:

banner_texts/banner_text.txt

P4) Use profiles to select personalised advertising: 0.82
P2) Use limited data to select advertising: 0.82

P6) Use profiles to select personalised content: 0.81
P11) Use limited data to select content: 0.80

Detected purposes: [P2’, 'P4’, 'P6’, 'P11’]
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TheFuzz

In the Python script that uses the TheFuzz library, we use keyword matching to determine
whether one of the purposes is included in the extracted banner texts. For this, we gen-
erated keywords for each purpose and manually edited them afterwards.

Our script processes all of the text files that are stored in a specific folder. First, the con-
tent of each text file is converted to lowercase to enable case-insensitive matching. The
matching process consists of iterating over each purpose and its keywords and checking
for matches as follows: First, we check if there is an exact match for the lowercased key-
word. Ifthere is no exact match, we use the TheFuzz library to check for a fuzzy match (i.e.,
close matches, such as slight variations of a word) before moving on to the next keyword.
In order to implement accurate fuzzy matching in our script, we defined an additional
function that first takes the extracted banner text and splits it into a list of single words.
That allows us to use a sliding window approach where we compare the keyword to smaller
parts of the text instead of the whole banner text. We define a window size that specifies
the maximum number of words included in a window. Based on the window size, our
function slides a window over the list of words, joins the words in the window into a
string and compares that string to the keyword using the ratio function of the TheFuzz
library. If the computed ratio is equal to or above the defined threshold, the function re-
turns true, indicating a fuzzy match. If there is no fuzzy match or none that exceeds the
threshold, the function returns false.

For the output, we print out the file path to the processed text file, the purposes that
were detected in the banner, along with a list including their defined labels only. For our
example cookie banner, the output with a threshold of 70% and a window size of 4 is:

banner_texts/banner_text.txt

P3) Create profiles for personalised advertising
P4) Use profiles to select personalised advertising
Ps5) Create profiles to personalise content

P6) Use profiles to select personalised content
Detected purposes: [P3’, 'P4’, 'P5’, 'P6]
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SentenceTransformers

In the Python script that uses the SentenceTransformers library, we use two different
approaches to determine whether one of the purposes is included in the extracted ban-
ner texts: In the first approach, we use keyword matching. The keywords in this script
were manually defined and are mainly derived from the purposes directly or from word-
ings that were observed in banners that fit the purposes. To increase the likelihood of
matches, the keywords for each purpose consist not only of basic expressions (e.g., lim-
ited data) but also of regular expressions (e.g, r"\bpersonalised\b[~.!?]*?\bads\b").
Regardless of whether a keyword is a basic expression or a regular expression, if there is no
match found during the keyword matching process, we move on to the second approach,
which uses the SentenceTransformers library. In this approach, we generate the semantic
representations of the keyword and the sentences of the extracted banner text in order to
calculate their similarity scores. To generate the semantic representation of a text, Sen-
tenceTransformers requires the use of a pre-trained Sentence Transformer model. We
use the model al1-MiniLM-L6-v2 that can be used for semantic textual similarity [64].

Our script processes all of the text files that are stored in a specific folder. First, the content
of each text file is converted to lowercase to enable case-insensitive processing. Next, we
split our banner text into single sentences and use the pre-trained SentenceTransformers
model to generate their semantic representation. Before we start with our two described
approaches, we define a threshold for the similarity score that determines whether a pur-
pose is included in the results and therefore considered to be included in the text. The
processing consists of iterating over each purpose and its keywords as follows: First, we
use keyword matching. We define the variable matched, which is initially set to false.
The variable indicates whether there was a match for any of the keywords of the current
purpose. Depending on the type of keyword being processed, we use different functions
to determine whether the keyword is included in the banner text. If the keyword is a reg-
ular expression, we use the re.search function to check if there is a match between the
keyword and the banner text. Otherwise, if the keyword is a basic expression, we perform
a substring check with the in operator to determine if the keyword matches any part of the
banner text. In both cases, if a match is found, the variable matched has to be set to true. If
no match is found, the variable remains false and we proceed to use the SentenceTrans-
formers library. As mentioned in the beginning, we generate the semantic representation
of the keyword and use the similarity function that is provided by the library to com-
pare it to the semantic representations of the sentences of the extracted banner text. If any
of the resulting similarity scores are equal to or above the defined threshold, we consider
the purpose to be included in the banner text and set the matched variable to true. In
this case, the purpose is added to the list of detected purposes. If the matched variable
remains false by the end of the process, we consider the purpose to not be included in
the banner text and do not add it to the list of detected purposes.
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For the output, we print out the file path to the processed text file, the purposes that
were detected in the banner, along with a list including their defined labels only. For our
example cookie banner, the output with a threshold of 70% and a window size of 4 is:

banner_texts/banner_text.txt

P3) Create profiles for personalised advertising
P4) Use profiles to select personalised advertising
Detected purpose: [P3’, 'P4]

4.2.2. Al-based Methods

For the Al-based methods, we implemented two Python scripts that each use a different
model. As mentioned in Section 3.4, we use the OpenAI models GPT-4.1 and o3 that are
provided by the TUBS AI toolbox. The GPT model GPT-4.1 is optimized for general-
purpose tasks that require the following of instructions [66]. While it excels in long-
context processing, it cannot reason natively. In contrast, the o-series model 03 is op-
timized for deep multi-step reasoning and excels in complex tasks that require logical
thinking. By considering both model types, we can get an insight into their performance
during the categorization process.

Code Workflow

Despite using different models, both scripts follow the same workflow and share the same
code. At the time the scripts were written, the TUBS AI toolbox did not support the up-
load of any kind of documents. Only the upload of images was supported. This means
that the IAB TCF purposes and cookie banner texts that are meant to be analyzed must
be incorporated directly into the prompts that we pose. Therefore, our Python scripts
contain two types of prompts.

First, we have the initial prompt that is only posed once at the beginning of the cate-
gorization process. It contains the instructions on how to perform the categorization task
and provides the AT model with the IAB TCF purposes. For the IAB TCF purposes, we
limit ourselves to the purpose and its defined label so that our input is consistent with
the one used in the statistical methods. Through the initial prompt, we state how we want
the AT model to analyze our cookie banner texts and how we want the answer to be pro-
vided. We specify that the format of the answer should be JSON for a more structured
evaluation process.

The following text is used in the script as the initial prompt and is sent to the TUBS
AT toolbox using the Python method requests.post:
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You are a highly advanced language model that supports mapping of cookie banner
texts to the IAB TCF purposes. I will provide you with a list that contains each pur-
pose with a unique label. Your task is to analyze the provided cookie banner texts and
determine which of the IAB TCF purposes are included in them.

During the analysis, consider the following points:

1. Read each sentence of the cookie banner text carefully.

2. Multiple purposes can be mapped to a section of the cookie banner text.

3. Try to identify even the implied IAB TCF purposes in the cookie banner text. For
this, pay close attention to the wording.

4. When identifying one or more purposes for a specific section, provide a brief ex-
planation of why the section can be associated with these particular purposes.

Here is the list with the TAB TCF purposes: ...

Please provide your answer in a JSON format with the following structure:

”e,

- VanalyzedText”": Contains the full cookie banner text.

”e,

- “analysisDetails”: Contains an object for each section (e.g, each line).

o ”e,

- “textSection”: The text section that was analyzed.
- “foundPurposes”: An array where each entry consists of “’purposeLabel” and
“reason”. If no mapping is found, this array can remain empty.

- “summaryOfFoundPurposeLabels™: A list of all identified purposes with their la-

bels.

Please strictly stick to this JSON structure. Do not include any text or explanations
outside of the JSON.

Once we receive a response, we must identify the thread ID in its content. We need the
thread ID in order to be able to reply to the same thread and provide the cookie banner
texts that we want to be analyzed by the Al model. For this, we process the response content
and retrieve the thread ID. For further details on the extraction process, please refer to the
code of the Python script that is available in our GitHub repository (see Appendix E). To
provide a cookie banner text to the same thread, we compose a follow-up prompt. This
prompt can be sent multiple times and only contains the cookie banner text, with a short
instruction to analyze it. For our cookie banner example, the follow-up prompt is:

Analyze the following cookie banner text:

"If you accept cookies, we'll use them to improve and customise your experience and
enable our partners to show you personalised PayPal ads when you visit other sites.
Manage cookies and learn more”
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Our script processes all of the text files that are stored in a specific folder. The processing
consists of iterating over each text file and sending a follow-up prompt to the same thread.
This prompt contains the cookie banner text, as described previously. When we receive a
response in each iteration, we process the response content in order to extract the expected
JSON format. For further details on the extraction process, please refer to the code of the
Python script that is available in our GitHub repository (see Appendix E). At the end of
each iteration, the extracted JSON content is saved to a file with the same name as the
original cookie banner text file that was analyzed. The following excerpt is taken from
the JSON that was generated for our cookie banner example. It includes an example of
one of the identified purposes, along with an explanation of why it is associated with that
particular purpose. The excerpt also includes the summaryOfFoundPurposeLabels key,
which provides a list of all identified purposes by their labels:

"purposeLabel”: "P4”,

"reason”: ”’Show you personalised PayPal ads’ suggests using profiles to select per-
sonalised advertising.”

"summaryOfFoundPurposeLabels”: ["P1”, "P3”, "P4”, "P5”, "P6”, "P10”]

4.3. Creation of Plain Language Descriptions

As a basis for the creation of the plain language descriptions, we use the user-friendly
descriptions that have already been defined for each purpose within the IAB TCF frame-
work. In Section 3.5, we listed each purpose with its user-friendly description and defined
label. Using the features provided by capito.ai and Wortliga, we rephrase the descriptions
in such a way that they are written in plain language.

For each purpose, the rephrasing process consists of several steps. First, we paste the
user-friendly description into the Wortliga Rewriter. The rewriter immediately analyzes
the input text and determines its language level and provides a readability score. Dur-
ing the rephrasing process, we use the language level to ensure that the rephrased text is
written in plain language and the readability score to track any improvements in terms of
readability. To rephrase the user-friendly description, we use the plain language function
provided by Wortliga. The rewriter determines the language level and readability score
of the output text, just as it did for the input text. We generate various versions until
the language level is suitable and the readability score shows no significant improvement.
We consider a language level to be suitable if it ranges from B1-B2. As described in Sec-
tion 2.5, this range reflects the concept of plain language according to capito.ai. Therefore,
our goal is to create an output text that has a language level that ranges between B1-B2. In
some cases, we also use capito.ai for rephrasing or perform manual changes to improve
the language level or readability score (e.g., changing “advertisement” to “ad”).
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The version of the rephrased text that has a suitable language level and shows no sig-
nificant improvement in its readability score when changed, is used as the plain language
description for the purpose. This plain language description is then added to the lexicon
that was mentioned in Section 3.5, which is used during the generation of the modified
version of the cookie banner. The following Table 4.1 presents the constructed lexicon
by listing each purpose, along with its label and generated plain language description.
Table 4.2 additionally reports the changes in the language levels and readability scores
observed during the rephrasing process for both the original text (i.e., the user-friendly
description) and the rephrased text (i.e., the plain language description).

Label Purpose Plain Language Description

P1 Store and/or accessin- | We store or access small pieces of data, which are
formation on a device | called cookies, or similar online identifiers on your
device. We also gather other details, such as your
browser type and language settings. This allows us to
recognize your device whenever it connects to an app
or website. We do this for one or more purposes.

P2 Use limited data to se- | Ads you see on this service might use limited infor-
lect advertising mation. This information includes the website or app
you are currently using. We also use your general lo-
cation, but it is not exact. We check the type of device
you use, like a phone or tablet. Additionally, we look
at what content you are viewing or have viewed before.
This helps us decide which ads to show, so you don’t
see the same ad too many times.

P3 Create profiles for | We store information about your actions on this ser-
personalised advertis- | vice. This includes forms you fill out and content you
ing view. We can combine this with other details about
you. For example, we might use data from your past
activities. This includes your activity on this service,
other websites, or apps. We might also use data from
users who are similar to you. We use this combined
information to create or improve a profile about you.
This profile may show your interests and personal de-
tails. Later, we or other companies can use your pro-

file to show you ads that match your possible interests.

Continued on next page
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Label

Purpose

Plain Language Description

P4

Use profiles to select
personalised advertis-
ing

We show you ads here. These ads are based on your ad
profiles, which indicate your activity on this service.
They also include what you do on other websites or
apps, for example, the forms you fill out. This also
includes the content you view online. These profiles
also take into account your potential interests. They
also incorporate some personal information.

Ps

Create profiles to per-
sonalise content

We store information about your actions on this ser-
vice. This includes forms you fill out and content you
view. We can combine this with other details about
you. For example, we might use data from your past
activities. This includes your activity on this service,
other websites, or apps. We might also use data from
users who are similar to you. We use this combined
information to create or improve a profile about you.
This profile may show your interests and personal de-
tails. Later, we use this profile to show you content
that we think you will like. For instance, we might
change the order of what you see to make it easier for
you to find things that fit your interests.

P6

Use profiles to select
personalised content

We show you content on this service that is based on
your personalized profile. This profile, which we cre-
ate from your activity, reflects what you do on this and
other services. It includes the forms you fill out and
the things you view. We also consider your possible
interests and personal details. For example, we might
change the order of the content you see. This makes
it easier for you to find non-advertising content that
fits your interests.

Py

Measure advertising
performance

We use information about the ads you see and how
you interact with them. For example, we check if you
saw an ad or clicked on it. We also see if it made you
buy something or visit a website. This helps us under-
stand if an ad worked well for you or others. We can
then see if the ad achieved its goals. This information
is very useful for us to see how relevant advertising
campaigns are.

Continued on next page
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Label

Plain Language Description

P8

We use information about the content you see and
how you interact with it. This helps us understand
if the non-advertising content reached the right au-
dience. We also want to know if it matched your in-
terests. For example, we look at whether you read an
article or watch a video. We also consider if you listen
to a podcast or view a product description. We also
track how long you spend using a service and which
websites you visit. This helps us understand how rel-
evant the non-advertising content is that we show to
you.

P9

Purpose

Measure content per-
formance
Understand audien-

ces through statistics
or combinations of
data from different
sources

We create reports by combining different types of in-
formation. This information includes user profiles,
statistics, market research and data from analytics. We
look at how you and other users interact with ads and
non-advertising content. By doing this, we can find
shared traits among users. For example, we can see
which groups of people are more interested in an ad
campaign or specific content.

P1o

Develop and improve
services

We use information about how you use this service,
such as when you click on ads or content. This helps
us make our products and services better. We also use
it to create new products and services. For example,
we consider how users interact with our service and
what kind of audience we have. We do not use this in-
formation to create or improve user profiles and iden-
tifiers.

P11

Use limited data to se-
lect content

Content you see on this service might use limited in-
formation. This information includes the website or
app you are currently using. We also use your general
location, but it is not exact. We check the type of de-
vice you use, like a phone or tablet. Additionally, we
look at what content you are viewing or have viewed
before. This helps us decide which content to show,
so you don’t see the same video or article too many
times.

Table 4.1.: Plain language descriptions for the purposes written in plain language.
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Original Text Rephrased Text
(User-friendly Description) (Plain Language Description)

Purpose Label

LL RS LL RS
P1 C2 -97% B1 70%
P2 G -58% B1 75%
P3 C2 14% B1 77%
Py C2 -24% B1 79%
Ps C2 -11% B1 76%
P6 C2 -8% B1 74%
Py C2 33% B1 74%
P8 C2 22% Bx 72%
Po C2 -77% Bx 68%
Pio C2 18% B1 72%
P11 C2 -68% B1 74%

Table 4.2.: Changes in the language levels (LL) and the readability scores (RS) that were observed
during the rephrasing process of the user-friendly descriptions into plain language.

4.4. Python Script for Modified Banner Texts

The Python script that was implemented for the generation of the modified version of the
cookie banner text uses the results of the categorization of the extracted cookie banner text
(ie., the CSV file that contains the identified purposes), as described in Sections 3.4 and 4.2,
as well as the lexicon that contains each purpose with its plain language description, as
described in Sections 3.5 and 4.4. In order to generate the modified version of the cookie
banner, the script uses the lexicon to map each purpose identified during the categoriza-
tion process to its corresponding plain language description. It then creates a new text
file and inserts each purpose accompanied by its plain language description. This file
represents the modified cookie banner text and can be used for further processing.

In regard to our cookie banner example, we showed in Section 4.2.2 that when using the
Al-based categorization method with the OpenAl 03 model, the purposes P1, P3, P4, P5, P6
and Pio are identified in the banner text. This means that the modified cookie banner text
would include the plain language descriptions for each of the identified purposes instead
of the original cookie banner text. The cookie banner text of our example looks like this
before the modification:

If you accept cookies, we'll use them to improve and customise your experience and enable
our partners to show you personalised PayPal ads when you visit other sites. Manage cookies

and learn more
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The cookie banner text of our example banner would look like this after the modification:

Store and/or access information on a device

We store or access small pieces of data, which are called cookies, or similar online identifiers on your
device. We also gather other details, such as your browser type and language settings. This allows us to
recognize your device whenever it connects to an app or website. We do this for one or more purposes.

Create profiles for personalised advertising

We store information about your actions on this service. This includes forms you fill out and content
you view. We can combine this with other details about you. For example, we might use data from
your past activities. This includes your activity on this service, other websites, or apps. We might also
use data from users who are similar to you. We use this combined information to create or improve
a profile about you. This profile may show your interests and personal details. Later, we or other
companies can use your profile to show you ads that match your possible interests.

Use profiles to select personalised advertising

We show you ads here. These ads are based on your ad profiles, which indicate your activity on this
service. They also include what you do on other websites or apps, for example, the forms you fill out.
This also includes the content you view online. These profiles also take into account your potential
interests. They also incorporate some personal information.

Create profiles to personalise content

We store information about your actions on this service. This includes forms you fill out and content
you view. We can combine this with other details about you. For example, we might use data from
your past activities. This includes your activity on this service, other websites, or apps. We might also
use data from users who are similar to you. We use this combined information to create or improve a
profile about you. This profile may show your interests and personal details. Later, we use this profile
to show you content that we think you will like. For instance, we might change the order of what you
see to make it easier for you to find things that fit your interests.

Use profiles to select personalised content

We show you content on this service that is based on your personalised profile. This profile, which
we create from your activity, reflects what you do on this and other services. It includes the forms
you fill out and the things you view. We also consider your possible interests and personal details.
For example, we might change the order of the content you see. This makes it easier for you to find
non-advertising content that fits your interests.

Develop and improve services

We use information about how you use this service, such as when you click on ads or content. This
helps us make our products and services better. We also use it to create new products and services.
For example, we consider how users interact with our service and what kind of audience we have. We
do not use this information to create or improve user profiles and identifiers.

Our script processes all of the text files that are stored in a specific folder. Therefore,
we apply this process to every cookie banner considered, in order to obtain a modified
version of each cookie banner for further processing.

4.5. Approaches to Measuring Comprehensibility

In order to evaluate the extent to which the textual content of the cookie banner has be-
come more understandable by the end of the process, the comprehensibility of the text is
measured both before and after the modification. For the measuring process, we use the
Python library Textstat and the text analysis features provided by capito.ai and Wortliga.
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We implemented a Python script that uses the Textstat library to apply the Flesch Read-
ing Ease Formula, the Gunning FOG Formula and the New Dale-Chall Formula. As stated
in Section 3.7, we only consider these functions from the library in our measuring process.

In the following sections, we describe the Python script in detail and explain the mean-
ing of the computed scores. We also explain how the text analysis features provided by
captio.ai and Wortliga are used in the measurement process. The Python script and both
tools are applied to each cookie banner before and after modification to obtain the respec-
tive scores. Section 4.4 showed how the banner text of our example cookie banner looked
before and after the modification.

4.5.1. Python Script using the Textstat Library

In the Python script that uses the Textstat library, we apply the Flesch Reading Ease For-
mula, the Gunning FOG Formula and the New Dale-Chall Formula. In Section 3.7, we
explained what each function computes. In the following sections, we briefly recall this
information and explain the meaning of the computed scores for each function. Our
script processes all of the text files that are stored in a specific folder. For the output, we
print out the file path to the processed text file and the computed score for each function.
Additionally, the filename and the computed scores are stored in a CSV file for further
processing,.

Flesch Reading Ease Formula

The Flesch Reading Ease formula computes the Flesch Reading Ease Score that indicates
how easy a text is to read [68]. Table 4.3 presents various score ranges and their corre-
sponding reading difficulty levels. Only a selection of possible score ranges is presented,
as the Flesch Reading Ease Score can exceed 100 or take on negative values.

Flesch Reading Ease Score Reading Difficulty Level

90-100 Very Easy
80-89 Easy
70-79 Fairly Easy
60-69 Standard
50-59 Fairly Difficult
30-49 Difficult

0-29 Very Confusing

Table 4.3.: Flesch Reading Ease Score ranges and corresponding reading difficulty levels [68].

For our cookie banner example, the script computed a score of 54.73 before the modifica-
tion, which indicates that the banner text is fairly difficult to read. After the modification,
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the cookie banner text received a score of 66.74, which indicates that it has a standard
reading difficulty level.

Gunning FOG Formula

The Gunning FOG formula calculates the FOG Index of a text, which reflects the grade
level at which a reader should be able to understand the text [68]. Table 4.4 presents a
selection of FOG Indices and their corresponding grade levels required to understand
the text. In other publications, the scale is extended beyond 20 in order to reflect grade
levels above the postgraduate level [73].

FOG Index Grade Level FOG Index Grade Level
17 College graduate 11 High school junior
16 College senior 10 High school sophomore
15 College junior 9 High school freshman
14 College sophomore 8 Eighth grade
13 College freshman 7 Seventh grade
12 High school senior 6 Sixth grade

Table 4.4.: FOG Indices and corresponding grade levels [74].

For our cookie banner example, the script computed a score of 11.45 before the modifica-
tion, which indicates that a high school junior should be able to understand the text. After
the modification, the cookie banner text received a score of 6.98, which indicates that it
should be understandable for readers at sixth grade level.

New Dale-Chall Formula

The New Dale-Chall Formula uses a look-up table of the 3,000 most commonly used En-
glish words to compute the Dale-Chall Readability Score, which reflects the grade level at
which a user should be able to understand the text [68]. Table 4.5 presents the score ranges
and the corresponding grade levels required to understand the text.

Dale-Chall Readability Score Grade Level

4.9 or lower average 4th-grade student or lower
5.0-5.9 average 5th- or 6th-grade student
6.0-6.9 average 7th- or 8th-grade student
7.0-7.9 average gth- or 1oth-grade student
8.0-8.9 average 11th- or 12th-grade student
0.0-9.9 average 13th- to 15th-grade (college) student

10 or above average college graduate

Table 4.5.: Dale-Chall Readability Score ranges and corresponding grade levels [75].
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For our cookie banner example, the script computes a score of 9.24 before the modifica-
tion, which indicates that the banner text should be understood by a 13th- to 15th-grade
student. After the modification, the cookie banner text receives a score of 6.2, which indi-
cates that it should be understood by a 7th- or 8th-grade student.

4.5.2. Text Analysis with capito.ai and Wortliga

The tools capito.ai and Wortliga offer further text analysis features to determine whether
the textual content of the cookie banner has become more understandable by the end
of the process. In the following sections, we describe how each tool is used during the
measurement process.

capito.ai

The text analysis functions of capito.ai focus on the three language levels A1-A2, A2-B1
and B1-B2 that were introduced in Section 2.5. They determine the extent to which the
analyzed text matches each of the three language levels. The provided percentages show to
what extent the text meets the characteristics of each language level. Table 4.6 shows the
results of the analysis of our cookie banner example that was performed using capito.ai.
The table shows the percentage for each language level before and after the modification
of the banner text.

Language Level Before Modification After Modification

A1-A2 0% 35%
A2-B1 1% 64%
Bi1-B2 17% 3%

Table 4.6.: Comparison of language level percentages before and after the modification of the
cookie banner text.

We can observe that after the modification, the banner text received higher percentages
for all three language levels, with the highest percentage for language level B1-Ba.

In the scope of this thesis, we will only consider the percentage computed for the lan-
guage level Bi-B2 during the measurement process. As mentioned in Section 2.5.2, it
reflects the concept of plain language, which we focus on in this thesis. Therefore, only
the percentage of the language level B1-B2, both before and after the modification, is in-
cluded in the evaluation process in Section 5.3. To receive the percentages of the language
level B1-B2 for each cookie banner before and after the modification, we use the capito.ai
APIL.
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Wortliga

The text analysis tool of Wortliga provides various statistical data when analyzing a text.
For example, it includes the number of words, the reading time and the number of sen-
tences. For our measurement process, we only consider the language level and the score
computed for comprehensibility, which were introduced in Section 2.5. According to
Wortliga, comprehensible texts receive a score between 60 and 100. Each score comes
with a label that describes how comprehensible the text is. For example, if a text receives
a score of 9o, it is marked as easy. In combination, the language level and comprehensi-
bility score determine whether a text is considered comprehensible.

Table 4.7 shows the results of the analysis of our cookie banner example that was per-
formed using the Wortliga Text Analysis feature. The table shows the language level and
computed comprehensibility score before and after the modification of the banner text.

Before Modification After Modification
Language Level B2 B1

Comprehensibility Score 61 (medium) 92 (easy)

Table 4.7.: Language level and comprehensibility score before and after the modification of the
cookie banner text.

We can observe that after the modification the banner text received a slightly better lan-
guage level and a higher comprehensibility score than before.

During the measurement process, we consider both the language level and the compre-
hensibility score. Therefore, both the language level and the comprehensibility score be-
fore and after the modification are included in the evaluation process in Section 5.3.
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5. Evaluation

In this chapter, we will evaluate the results of the feasibility study, which was conducted
as outlined in Chapter 3 and implemented as described in Chapter 4. We will report on
the performance of the browser extension CookieSense that was used to extract the cookie
banner texts, present the results of the categorization of the extracted banner text based
on the IAB TCF (from both the pre-study and the main study) and evaluate the application
of plain language on the user-friendly descriptions and the cookie banner texts.

5.1. Performance of the Browser Extension

In this section, we will report on the performance of the browser extension CookieSense
that was used to extract the cookie banner texts, as described in Sections 3.3 and 4.1. In
particular, we want to examine to what extent the extension was able to successfully ex-
tract the cookie banner texts from the websites in our website sample, which is presented
in full in Appendix A.

The website sample, which was mentioned in Chapter 3 and further detailed in Section 3.2,
consists of a set of 200 websites. Using the browser extension CookieSense on the web-
site sample, we were able to extract the cookie banner texts from 181 out of the 200 web-
sites. For the remaining 19 websites, the extraction was not successful and the extension
displayed an error, as demonstrated in Figure 4.5b in Section 4.1. Therefore, our website
sample is reduced to 181 websites. Given that prior work, as noted in Section 2.3, has high-
lighted the variety of cookie banners and the challenges this variety poses, we decided to
also examine how the cookie banners were implemented on the 19 websites where the text
extraction has failed. Table 5.1 lists the websites where the extraction has failed, along with
the observations that were made in the HTML code of each website regarding the cookie
banner implementations. Among these websites, the majority implemented their cookie
banners using Shadow DOM, while a few of them implemented them using iFrames.

In regard to the performance of the browser extension, we also observed that, in some
cases, the extension was not able to extract the entire textual content from the first level
of the cookie banner. In Section 4.1.2, we described an approach on how to make visually
hidden content visible within the selected HTML element. This approach turned out to
not be effective enough in some cases, as the content stayed hidden and was not included
in the extracted banner text. However, we decided to not exclude these cases from the
website sample, as the extracted cookie banner texts still reflect the content that is imme-
diately presented to the user before any interaction with the banner has taken place. This
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aligns with our approach to only consider the part of the cookie banner that the majority

Domain Observation for Banner Implementation
vimeo.com Shadow DOM
tiktok.com Shadow DOM
tumblr.com iFrame
sourceforge.net Shadow DOM
godaddy.com Shadow DOM
plesk.com Shadow DOM
eventbrite.com Shadow DOM
tandfonline.com Shadow DOM
mailchimp.com iFrame
mdpi.com Shadow DOM
sedo.com Shadow DOM
xing.com Shadow DOM
patreon.com Shadow DOM
jimdo.com Shadow DOM
sciencedaily.com Shadow DOM
merriam-webster.com Shadow DOM
gofundme.com Shadow DOM
wpguardian.com Shadow DOM
dw.com Shadow DOM

Table 5.1.: List of websites where the cookie banner text extraction failed, along with implementa-

tion observations.

5.2. |IAB TCF Purpose Categorization Results

In Section 4.2, we described the methods that were used for the categorization of the ex-
tracted cookie banner text based on the IAB TCF purposes. As explained in Section 3.4,
a pre-study was performed to determine which method should be used during the main
study and be applied to the website sample.

In the following sections, we present the results of the pre-study and the main study.
For the pre-study, we determine the most accurate method by comparing the outputs of
all methods to a manually annotated subset of the website sample. For the main study,
which used the chosen method, we examine the extent to which the IAB TCF purposes
are reflected in the textual content of the cookie banners.
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5.2.1. Results of the Pre-Study

As described in Section 3.4, a pre-study was performed to determine the most accurate
method for categorizing the extracted banner text based on the IAB TCF purposes. The
chosen method is then used for the main study and applied on the reduced sample set
of 181 websites (see Section 5.1 for details on the reduction). We use both statistical and
Al-based methods to determine which purposes are reflected in the cookie banner texts.
To determine which method delivers the most accurate results, a subset of the website
sample was manually annotated with the respective purposes (see Section 7 for notes on
this process). All statistical and AI-based methods were then applied to the subset and the
results were compared to the manual assignments to identify the most accurate method.

The following tables show the results of the pre-study. To ensure readability, the results
are presented in two separate tables. Table 5.2 contains the results of the pre-study for the
statistical methods, while Table 5.3 contains the results for the Al-based methods. Within
the tables, the purpose labels defined in Section 2.2 were shortened (e.g., 1 instead of P1)
for a more compact representation. However, their original meaning remains the same.

As described in Section 4.2.1, we use the three Python libraries spaCy, TheFuzz and Sen-
tenceTransformers for the statistical methods. Table 5.2 lists the websites from the subset
used in the pre-study, along with the categorization results of the three statistical methods
and the corresponding manual mapping.

Sentence Manual
Domain spaCy TheFuzz Transformers Mapping
reddit.com 1,2,9,10,11 2,5,6,7,11 1,2,3,4,5,6,7 1,3,4,5,0,7,10
google.com 1,2,4,6,9,11 2,4,5,6,7,8,9,11 1,3,4,5,6,9 1,2,3,4,5,0,7,9,10,11
X.com 9,10 1,10 1,10 1,10
linkedin.com 2,9,10 3,10 10 1,3,4,10
microsoft.com | 1,2,3,4,6,9,10,11 1,2,4,10 1,2,3,4 1,3,4,10
bit.ly 2,6,9,11 1,2,4,5 13,4 1,3,4,5,0
adobe.com 1,2,6,9,10,11 1,8 1,10 1,3,4,5,0,7,8,9,10
f5.com 2,9,11 8 5,6 1,3,4,5,6
europa.eu 1,2,6,9,11 1 1 1
gravatar.com 1,2,9,11 5,10 1 1,10
cloudflare.com 2,9,10,11 - 1 1,2,8,9
themeisle.com 2,4,9,10,11 3,4,10 1 1,3,4
nytimes.com 1,2,4,6,9,10,11 1,2,4 1,2,3,4 1,3,4,7,9,10
forbes.com 1,2,6,9,10,11 2,5,6 1,2 1,3,4,5,0,9,10
ZOOmm.us 2,4,6,9,10,11 2,3,4,5,0 1,2,3,4,5,0 1,3,4,5,0,8,9

Table 5.2.: Pre-study results for the statistical methods.
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The results presented in Table 5.2 show a recurring pattern in the purposes assigned by
the method that uses spaCy. For example, it repeatedly assigns purposes such as P2, P9
and P11. In contrast, the other two methods using TheFuzz and Sentence Transformers do
not show such a pattern. Instead, they seem to assign only a small number of purposes to
the cookie banner texts. In one case, the method using TheFuzz even assigns no purposes
at all. Overall, it can be observed that the statistical methods only show a limited overlap
with the manual mapping,

As described in Section 4.2.2, we use the OpenAl models GPT-4.1 and o3 that are pro-
vided by the TUBS AI toolbox for the Al-based methods. Table 5.3 lists the websites from
the subset used in the pre-study, along with the categorization results of the two Al-based
methods and the corresponding manual mapping.
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Manual
Domain GPT-41 03 Mapping
reddit.com 1,3,4,5,0,7,10 1,3,4,5,0,7,10 1,3,4,5,0,7,10
google.com 1,2,3,4,5,0,7,8,9,10,11  1,23,4,5,6,7,8,9,10,11 | 1,2,3,4,5,6,7,9,10,11
X.com 1,10 1,10 1,10
linkedin.com 1,2,3,4,7,9,10 1,4,7,9,10 1,3,4,10
microsoft.com 1,3,4,10 1,3,4,10 1,3,4,10
bit.ly 1,3,4,5,6 1,3,4,5,6,8,9,10 1,3,4,5,6
adobe.com 1,2,3,4,6,8,10,11 1,4,5,6,8,9,10 1,3,4,5,0,7,8,9,10
fs.com 5,6,8,9,10 1,5,6,8,9,10 1,3,4,5,0
europa.eu 1 1 1
gravatar.com 1,10 1,10 1,10
cloudflare.com 1,7,8,10 1,2,8,9,10 1,2,8,9
themeisle.com 1,2,10 13,4 13,4
nytimes.com 1,3,4,7,9,10 1,3,4,7,9,10 1,3,4,7,9,10
forbes.com 1,3,4,5,0,9,10 1,3,4,5,0,9,10 1,3,4,5,0,9,10
ZOOImM.Uus 1,3,4,5,6,8,9,10 1,3,4,5,0,8,9 1,3,4,5,6,8,9

Table 5.3.: Pre-study results for the AI-based methods.

The results presented in Table 5.3 show that, in most cases, both Al-based methods align
with manual mapping. However, in some cases, they do not match and, for example,
assign more purposes than annotated manually. Overall, it can be observed that the AI-
based methods overlap more with the manual mapping than the statistical methods do.
Among the two Al-based methods, the o-series model 03 shows a closer alignment to the
manual mapping. Therefore, it is considered the most accurate method and will be used
for the categorization in the main study.
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5.2.2. Results of the Main Study

As described in Section 3.4, for the main study we applied the method that was chosen
through the pre-study. Based on the results reported in Sections 5.1 and 5.2.1, the main
study was conducted using the AI-based method, which uses the o-series model 03 model
from OpenAl, on a reduced website sample of 181 websites. The full results of the main
study can be found in Appendix B. In this appendix, a table is presented that lists each
website along with the labels of the purposes that were identified in its cookie banner text
using the chosen Al-based method. To ensure that the labels and their corresponding
purposes are unambiguously understood in the following evaluation of the results of the
main study, the IAB TCF purposes introduced in Section 3.3 are briefly recalled below.
The eleven purposes are:

P1 Store and/or access informationona Py Measure advertising performance

device P8 Measure content performance
P2 Use limited data to select advertising P9 Understand audiences through sta-
P3 Create profiles for personalised ad- tistics or combinations of data from
vertising different sources

P4 Use profiles to select personalised P1o Develop and improve services
advertising P11 Use limited data to select content
Ps5 Create profiles to personalise content
P6 Use profiles to select personalised
content
To provide an overview of the results, Figure 5.1 illustrates how often each purpose was
identified in the cookie banner texts of the reduced website sample.
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Figure 5.1.: Frequency of occurrence of purposes P1-P11 in the results of the main study.
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As shown in Figure 5.1, the purposes P1 and P1o were assigned the most. In contrast, P2
and P11 were assigned the least. For every cookie banner text that was processed by the
chosen AI model, as described in Section 4.2.2, a JSON file was generated that includes
details on the assignment process, such as the explanation as to why the cookie banner
text is associated with the assigned purpose. We observed that P1 was assigned whenever
the cookie banner text mentioned the use of cookies. P2 was assigned in cases where the
banner text referred to advertising outside of the context of personalization. The Al model
justified this assignment by assuming that such advertisement might be chosen based on
limited data. If the banner text referred to advertising in the context of personalization,
purposes P3 and P4 were generally assigned. Similarly, when the banner text referred to
personalized content, purposes P; and P6 were generally assigned. Even though the use
of profiles was not explicitly mentioned, the AI model assumed their usage whenever per-
sonalized advertising or personalized content was mentioned. We further observed that P3
and P4, as well as P5 and P6, were assigned together in most cases. The Al model justified
this by reasoning that personalization requires both the creation and usage of profiles.
Therefore, P3 and P4 were generally assigned together when personalized advertising was
mentioned, while P5 and P6 were generally assigned together when personalized content
was mentioned. However, there were also cases in which only one of the paired purposes
was assigned (e.g,, P4 or P6 only), indicating that there is an inconsistency in the assign-
ment procedure of the AT model. Purpose Py was assigned when the banner text referred
to measuring advertising performance. When the measurement of content performance
or the analysis of traffic was mentioned, purpose P8 was assigned. In some cases, where
the banner text only mentioned the measurement of performance without explicitly men-
tioning advertising or content, the purposes P7 and P8 were assigned as they were inter-
preted in a broader context. Keywords such as “audience insights” or “preferences”, as
well as the mentioning of sharing data with affiliates or partners, were mapped to Pg. The
purpose P1o was assigned when the banner text referred to the improvement of products
or the development of services. P11 was assigned when the banner text referred to con-
tent outside of the context of personalization. The AI model justified this assignment by
assuming that such content might be chosen based on limited data.

There was no cookie banner text in the website sample that did not have any purposes
assigned to it. Overall, it can be observed that some purposes, such as P1 and P1o, are re-
flected in the banner texts through more explicit phrasing, while others, like P2 and Pa1,
are rather implied than explicitly phrased. The cookie banner texts of the reduced website
sample revealed to contain vague wording (e.g., “assist in our marketing efforts”, “optimize
your use of our website” or “measurement of performance”) and diverse phrasings for the
same underlying purpose (e.g., “understand users”, “audience insights” or “audience re-
search” for purpose Pg). In the JSON files that were generated by the AI model as an
output, we found that the decision regarding the assignment of the purposes was often

based on implications. The AT model made assumptions and subsequently drew conclu-
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sions about which purposes might be reflected in the cookie banner texts. As mentioned
earlier, the usage of profiles was rarely mentioned explicitly. However, the AT model con-
sidered them to be required for enabling personalized advertising and content (i.e., the
purposes P3—P6). The JSON files also revealed that the cookie banner texts often included
sections that described possible user actions (e.g., withdrawing consent) or subscription
models (e.g., paying to avoid personalized ads). As these do not reflect any of the IAB TCF
purposes, they were generally not assigned any purposes. In a few cases, all 11 purposes
were assigned, as the banner text directly referred to the IAB TCF and listed its purposes.

5.3. Application of Plain Language

In Section 3.5, we described how we rephrased the user-friendly descriptions of each IAB
TCEF purpose into plain language and constructed a lexicon. This lexicon, as described in
Section 4.4, was then used to create the modified versions of the cookie banner texts.

In the following sections, we will evaluate the application of plain language on the user-
friendly descriptions and the cookie banner texts. For this, we will review the results
that we received through the measurement of the comprehensibility using the methods
described in Section 3.7. The resulting tables therefore contain the Flesch Reading Ease
Score, the FOG Index and the Dale-Chall Readability Score, which were computed as de-
scribed in Section 4.5.1, as well as the percentage computed by capito.ai for the language
level B1-B2 (see Section 4.5.2) and the language level and comprehensibility score, which
were computed by the text analysis tool of Wortliga (see Section 4.5.2).

To ensure that the values in the following result tables are unambiguously understood,
we will briefly recall what each method computes, as described in Section 3.7. The Flesch
Reading Ease Formula computes the Flesch Reading Ease Score, which indicates how easy
a text is to read. A higher score corresponds to an improvement in readability (see Sec-
tion 4.5.1). The Gunning FOG Formula computes the FOG Index of a text, which reflects
the grade level at which a reader should be able to understand the text. Therefore, as de-
scribed in Section 4.5.1, a lower score corresponds to an improvement in readability. The
New Dale-Chall Formula uses a look-up table of the 3,000 most commonly used English
words to compute the Dale-Chall Readability Score, which also reflects the grade level at
which a user should be able to understand the text. As outlined in Section 4.5.1, a lower
score corresponds to an improvement in readability. In Section 4.5.2, we stated that we
only consider the percentage computed for the language level Bi-B2 by capito.ai, as it re-
flects the concept of plain language. This percentage indicates the extent to which the
examined texts can be considered to be written in the language level Bi-B2. The compre-
hensibility score and language level that are computed by the text analysis tool of Wortliga
were introduced in Section 2.5. In Section 4.5.2, we explained that comprehensible texts
receive a score between 60 and 100.
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5.3.1. User-friendly Descriptions vs. Plain Language Descriptions

The results of the measurement of the comprehensibility of the user-friendly descrip-
tions and the plain language descriptions are presented in Table 5.4. The user-friendly
descriptions defined by the IAB TCF were first introduced in Table 3.1 in Section 3.5, while
the plain language descriptions were defined in Section 4.3 and presented in Table 4.1.

Flesch Reading FOG Dale—Chall  capito.ai Wortliga  Wortliga
Ease Score Index RS Bi1-B2  Lang. Level CS

Purpose UFD PLD UFD PLD UFD PLD UFD PLD UFD PLD UFD PLD

P1 3057 06503 12.68 843 10.61 949 0% 8% C2 B1 o) 03
P2 27.16 755 2542 771 11.99 801 0% 092% C2 B1 3 92
P3 33.28 6857 1581 725 94 779 30% 99% C2 B1 32 93
Py 29.86 6958 203 8.67 11.06 9.06 2% 96% C2 B1 o) 96
Ps 33.62  76.01 1849 718 958 735 o% o97% C2 B1 27 85
Po6 34.43 66.74 1898 93 999 833 o% 81% C2 B1 25 91
Py 5456 754 1427 772 909 735 5% 98% C2  B1 27 94
P8 50.67 6633 1454 9.62 09.66 7.8 1% 098% C2 B1 20 o1
P9 -1718 50.02 30.49 1012 14.5 10.69 2% 9% C2 B2 o 91
Pio 26.64 57.67 19.0 956 1074 7.79 095% 099% C2 B1 o 87
P11 2411 66.74 2709 879 11.82 7.93 o% 092% C2 B1 o 86

Table 5.4.: Results of the comprehensibility measurements for the user-friendly descriptions (UFD)
and the plain language descriptions (PLD). Abbreviations: RS = Readability Score, Lang.
Level = Language Level, CS = Comprehensibility Score.

For the Flesch Reading Ease Score, the plain language descriptions received higher scores
than the user-friendly descriptions, indicating an improvement in readability. In partic-
ular, the user-friendly description of purpose Pg stands out as it received a score of -17.18,
while the corresponding plain language description received a score of 50.02. For the
FOG Index, the Table 5.4 shows that the plain language descriptions received lower scores
than the user-friendly descriptions, indicating an improvement in readability. The user-
friendly description of purpose P3 received a score of 15.81, which means that a college
junior should be able to understand it. The corresponding plain language description
received a score of 7.25, indicating a seventh grader should be able to understand the text.
We observe the same pattern for the Dale-Chall Readability Score, as the plain language
descriptions consistently received lower scores than the user-friendly descriptions, indi-
cating an improvement in readability. The user-friendly description of purpose P5 re-
ceived a score of 9.58, which means that a 13th- to 15th-grade (college) student should be
able to understand it. The corresponding plain language description received a score of
735, indicating that a gth- or 10th-grade student should be able to understand the text.
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The percentages that were computed by capito.ai for the language level B1-B2, presented
in Table 5.4, are consistently higher for the plain language descriptions than for the user-
friendly descriptions. For example, the percentage increased from 0% to 97% for purpose
P5. Similarly, the language levels that were determined by the text analysis tool from
Wortliga also show consistent improvement. The user-friendly descriptions received a
C2 level, while the corresponding plain language descriptions ranged from B1 to B2. The
comprehensibility scores that were computed by the text analysis tool of Wortliga show
that the user-friendly descriptions received scores between o and 32, while the plain lan-
guage descriptions received scores between 85 and 96. Therefore, the plain language de-
scriptions are considered comprehensible, while the user-friendly descriptions are not.

5.3.2. Cookie Banner Texts vs. Modified Cookie Banner Texts

The Table 5.5 presents an excerpt of the results of the measurement of the comprehensi-
bility of the cookie banner texts and the modified cookie banner texts. The cookie banner
texts were extracted using the browser extension CookieSense as described in Section 4.1.
The modified cookie banner texts were generated as described in Section 4.4 by mapping
each identified purpose to its corresponding plain language description. The full results
of the measurement can be found in Appendix C.

Flesch Reading FOG Dale-Chall  capito.ai Wortliga  Wortliga

Ease Score Index RS B1-B2 Lang. Level CS
Domain OB MB OB MB OB MB OB MB OB MB OB MB
adobe.com 4738 5708 1135 7290 953 633 89% o94% B2  Bi 67 86
bandcamp.com 6136 5666 877 88 77 771 6% 97% C2 B2 44 86
bloomberg.com 35.17  66.44 12.68 7.09 852 624 1% 95% C2 B1 26 86

businesswire.com 3257  56.96 1733 81 1144 7.25 48% o97% B2 B2 57 84
elegantthemes.com  8.74 57908 14.93 7.91 1128 70 6% 97% Ci1 B1 61 8§

gov.uk 62.95 56.86 652 853 6.5 727 95% 096% Bi B2 96 83
healthline.com 1429 6633 1577 6.98 9.7 6.02 7% 94% C2 B1 o &
huawei.com 64.07 5574 1019 9.43 9.02 09.24 098% 01% A1 B2 100 75
mysql.com -56.43 6654 47.92 711 14.43 612 o% 95% C2 B1 o 86
stripe.com 45.93 6532 1046 872 777 757 100% 95% A2 B1 99 82
tinyurl.com 36.18 66.44 12.04 7.09 8.86 6.24 14% 05% C2 B1 47 86
wisc.edu 52.87  55.74 6.67 943 94 0924 5% 01% B2 B2 67 75

Table 5.5.: Results of the comprehensibility measurements for the cookie banner texts (OB) and
their modified versions (MB). Abbreviations: RS = Readability Score, Lang. Level = Lan-
guage Level, CS = Comprehensibility Score.
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For the Flesch Reading Ease Score, the modified versions of the cookie banner texts in
general received higher scores than their original versions, indicating an improvement in
readability. In one case, the cookie banner text received a score of 8.74, while its modified
version received a score 0f 57.98. Only in a few cases, 13 out 0f'181, the original cookie ban-
ner texts have received higher scores than their modified versions. For the FOG Index,
the modified versions of the cookie banner texts generally received lower scores than their
original versions. For example, the score of one cookie banner text decreased from 17.33
to 8.1 after it was modified. This means that the original version was only understandable
for a college graduate, while the modified version is also understandable for a seventh
grader. Only in 4 out of 181 cases, the original cookie banner texts have received a lower
score than their modified versions. For example, in two cases (6.52 vs. 8.53 and 8.77 vs. 8.85),
the original versions received lower scores. However, the differences are minimal. A sim-
ilar pattern can be observed with the Dale-Chall Readability Score, where the modified
versions of the cookie banner texts in general received lower scores than the original ver-
sions. For example, the score of one of the cookie banner texts decreased from 14.43 to
6.12 after being modified. This means that the original version was understandable for
a college graduate, while the modified version is understandable for a 7th- or 8th-grade
student. In 5 out 0f'181 cases, the original cookie banner texts received lower scores than
their modified versions. For example, in two of these cases (9.02 vs. 9.24 and 6.75 vs. 7.27),
the original version received a slightly lower score.

The percentages that were computed by capito.ai for the language level Bi-B2 showed
higher percentages for the modified versions of the cookie banner texts in 167 out of 181
cases. In one case, the percentage even increased from 0% to 97%. Among the remaining
cases, three showed no differences at all, while in 11 cases, the original cookie banner texts
received higher percentages. For the modified versions, the percentage is at least 9o% in
all cases. For the original versions, however, the percentage ranges from 0% to 100%.
The language levels that were determined by the text analysis tool of Wortliga generally
showed an improvement. In 142 of the 181 cases, the modified cookie banner text was
assigned a lower language level than the original (e.g.,, C2 to B1 or C1 to B1). In 23 cases,
the level remained the same (B1 or B2) and in the remaining 16 cases, the original cookie
banner text had a higher language level than the modified version (e.g., A2 vs. B1, B1 vs. B2
or A1 vs. B2). The comprehensibility scores that were computed by the text analysis tool
of Wortliga showed that the original cookie banner texts received scores ranging from o
to 100, while the modified versions received scores ranging from 75 to 89. In 158 out of
181 cases, the comprehensibility scores improved. For example, the score increased from
o to 87 in one case. There was also a case in which the score did not change at all. In the
remaining 22 cases, the score decreased after the modification. For example, in one case,
the score dropped from 99 to 82.



6. Discussion

In this chapter, we will discuss the findings from the evaluation that was performed in
Chapter 5. First, we will review the observations that were made regarding the perfor-
mance of the browser extension CookieSense in Section 5.1 and discuss why the extension
was unable to extract some of the cookie banner texts from the websites of the website
sample. We will then look at the results of the categorization of the extracted cookie ban-
ner texts based on the IAB TCF from the main study (see Section 5.2.2). In particular,
we will focus on the challenges that surfaced during the categorization process and the
extent to which the TAB TCF purposes are reflected in the textual content of the cookie
banners. Lastly, we will examine the results of the application of plain language on the
user-friendly descriptions and cookie banner texts as presented in Sections 5.3.1 and 5.3.2.
We will focus on the extent to which the textual content of the cookie banner has become
more understandable by the end of the process. This includes looking at the effects of the
modifications performed on the user-friendly descriptions, which served as a basis for
the plain language descriptions that were used to generate the modified cookie banner
texts, as outlined in Section 4.4.

6.1. Performance of the Browser Extension

Regarding the performance of the browser extension CookieSense, we noted in Section 5.1
that the extension was not able to extract the textual content from 19 out of 200 cookie ban-
ners of the website sample. In the section, we further noted that among the 19 websites
where extraction failed, the majority implemented their cookie banners using Shadow
DOM, while a few implemented them using iFrames, as illustrated in Table 5.1.

By using iFrames, website developers are able to insert external resources, such as an-
other HTML page, into the current page while keeping them in an isolated browsing
context [23, 760]. In a similar way, the use of Shadow DOM allows website developers to at-
tach ahidden DOM tree to an HTML element on a page [77]. The content of this DOM tree
is encapsulated, meaning that it cannot be directly accessed by JavaScript or CSS running
in the context of the surrounding page. Since the content script of the browser extension
runs within the context of a page, it can only operate within the DOM of that page [78,
79]. Therefore, CookieSense is not able to retrieve the textual content of cookie banners
that were implemented using iFrames or Shadow DOM, as their content is encapsulated.
While there are workarounds that have been explored (e.g,, inserting the content script
into all iFrames or cloning the child elements within a Shadow DOM) [8o, 81], we did not
consider these for our browser extension. This was not an oversight, but rather a deliber-
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ate choice to explore the cookie banner landscape openly. As a result, we gained valuable
insights into the variety of cookie banner implementations in the current landscape while
identifying limitations during the active use of the extension.

The observation that, in some cases, the browser extension was not able to extract the
entire textual content of the first level of cookie banners, as noted in Section 5.1, can also
be linked to the variety of cookie banner implementations. In our approach, we tried to
make visually hidden content in the cookie banner visible again, by changing the values
of a set of attributes that can be used to hide content (see Section 4.1.2). However, this
set does not cover all of the methods that website developers use to hide content. For
example, we observed dynamically generated structures (e.g., CSS classes) combined with
accessibility-related attributes, such as aria-expanded.

Consequently, further research is needed to examine how cookie banners and their con-
tent should be implemented. In addition, the potential for standardizing how these im-
plementations are done could be explored. Defining clear guidelines or standards for the
implementation of cookie banners could assist in reducing the current variety of imple-
mentations. This could also resolve some of the challenges that limited the performance
of our browser extension CookieSense.

6.2. 1AB TCF Purpose Categorization Results

In Section 5.2.2, we reviewed how the AI model assigned the IAB TCF purposes to the
cookie banner texts of the website sample in the main study. We documented our obser-
vations on when a purpose was considered to be reflected in a banner text and highlighted
how the AT model justified its assignments in some cases.

We were able to observe that the phrasing of the cookie banner texts influenced the as-
signment of the purposes during the categorization. In some cases, recurring expressions
(e.g., “use of cookies” for purpose P1) and variations of them determined the assignment
of the purposes, while in others, the assignment was based on implications (e.g., the us-
age of profiles was considered to be required for personalized advertising and content,
resulting in the assignment of purposes P3—P6). Vague wording (e.g., “assist in our mar-

” o«

keting efforts”, “optimize your use of our website” or “measurement of performance”) and
diverse phrasings for the same underlying purpose (e.g., “understand users”, “audience in-
sights” or “audience research” for purpose Pg) contained in the cookie banner texts led the
AT model to repeatedly make assumptions and draw conclusions about which purposes
might be reflected. This observation could be made due to the content of the JSON files
that the AT model generated for every cookie banner text that was processed, as described
in Section 4.2.2. It showed that, depending on the assumptions made and the conclu-

sions drawn, inconsistencies could arise in the assignment procedure (e.g., only purpose
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P3 was assigned, whereas in other cases both P3 and P4 were assigned) or generalization
could occur (e.g., “measurement of performance” was mapped to both purposes P7 and
P8, even though neither advertising nor content performance was explicitly mentioned)
which leads to the incorrect assignment of purposes, as observed in our main study (see
Section 5.2.2).

In Section 5.2.2, we observed that some purposes, such as P1 and P2, were in general re-
flected in the cookie banner texts through explicit phrasing, while others, such as P2 and
P11, were rather implied than explicitly phrased. Table 5.5 supports this observation by
illustrating that purposes associated with more explicit phrasing in the banner texts were
assigned more frequently than those associated with more implicit phrasing. This sug-
gests that purposes expressed in a more explicit way in the banner text are easier identified
by the AI model, while those that are only implicitly phrased are harder to identify. Fur-
thermore, cookie banners that directly referred to the IAB TCF and explicitly listed its
purposes (e.g., in a CMP), had all purposes from P1 to P11 correctly assigned by the AI
model. These observations further support the need for clear guidelines or standards for
the implementation of cookie banners. They could assist in reducing vague wording and
the variety of phrasings for the same underlying purpose and therefore allow for more
consistent and reliable identification of the purposes.

As stated in Section 5.2.2, there was no cookie banner text in the website sample that did
not have purposes assigned to it. This suggests that, to some extent, the IAB TCF purposes
are reflected in the textual content of the current cookie banner landscape - but only if
the purposes assigned during categorization were correctly identified. As discussed earlier
and mentioned in Section 5.2.2, the decisions regarding the assignment of purposes were
often based on implications, where the ATl model made assumptions and drew conclusions
about which purposes might be reflected in the cookie banner texts. Due to this, we also
observed inconsistencies in the assignment process which imply that purposes assigned
based on such assumptions cannot be considered reliable in all cases. In Section 5.1, we
reported cases where CookieSense was not able to extract the entire textual content from
the first level of the cookie banner. As a result, our categorization was sometimes based
on incomplete banner texts and may have missed information that would have been rel-
evant for the assignment of purposes. This implies that not all purposes may have been
identified and in some cases, incorrect purposes may have been assigned. It is also im-
portant to note that cookie banners with visually hidden elements might be confusing for
users. Information that is relevant to make an informed decision should not be visually
hidden or placed only in the further levels of cookie banners. Such actions could also be
considered as dark patterns.

Further research is needed to make a more accurate statement about the extent to which
the IAB T'CF purposes are reflected in the textual content of cookie banners. For example,
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in contrast to our approach, the further levels of the banners could be considered during
the analysis. Our findings further underline the need for clearer guidelines or standards
for the implementation of cookie banners. They could assist in providing a more consis-
tent banner landscape.

6.3. Application of Plain Language

In Section 5.3, we evaluated the application of plain language on the user-friendly descrip-
tions and the cookie banner texts. For this, we reviewed the results of the measurement of
comprehensibility of the user-friendly descriptions, the plain language descriptions, the
cookie banner texts and the modified cookie banner texts. These results were obtained
using the methods described in Section 3.7. We then compared the results of the user-
friendly descriptions with those of the plain language descriptions and the results of the
cookie banner texts with those of their modified versions.

The results of the measurement of the comprehensibility of the user-friendly descrip-
tions and plain language descriptions, which were presented in Table 5.4, showed that in
contradiction to their name, the user-friendly descriptions received scores that imply that
they are difficult to read and often require readers to have a college-level education to be
able to understand them. In all cases, they consistently received a language level of C2
and comprehensibility scores that indicate that they cannot be considered comprehen-
sible. In contrast, the plain language descriptions, which were generated as explained in
Section 4.3, in general received scores that imply an improvement in readability compared
to their corresponding user-friendly descriptions. They received language levels between
B1 and Bz, along with comprehensibility scores that indicate that they can be considered
comprehensible. In one specific case, the comprehensibility score increased significantly
from o to 93 and the FOG Index indicated that the plain language description could be
understood by an eighth grader, while the corresponding user-friendly description re-
quired readers to have an education level of a high school senior to be able to understand
it. These results reveal that the user-friendly descriptions need to be revised to ensure
that everyone can easily understand them, as they are supposed to contain information
that can assist users in making an informed decision. Furthermore, the results indicate
that the application of plain language has the potential to improve the comprehensibility
of the user-friendly descriptions.

The results of the measurement of the comprehensibility of cookie banner texts and mod-
ified cookie banner texts, which are presented in full in Appendix C and excerpted in Ta-
ble 5.5, showed that the modified versions of the cookie banner texts, in general, received
better scores more frequently than the original cookie banner texts. In only a few cases,
the modified versions received slightly worse scores, which implies that the application
of plain language did not always lead to an improvement of the comprehensibility. We
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observed that some of the original cookie banner texts were relatively short, while the
modified versions were often longer due to the way they were generated. As explained in
Section 4.4, the modified cookie banner texts include the plain language descriptions for
each of the identified purposes instead of the original cookie banner text. Therefore, if
the AI model identifies multiple purposes in a cookie banner text, the modified version
can become significantly longer and negatively affect the considered scores. For example,
if an original cookie banner text was relatively short and received a language level of A1
with a comprehensibility score of 100, its modified version could easily receive a language
level of Bi-B2 with a comprehensibility score of 75. This does not necessarily reflect a re-
duction of the comprehensibility, but is rather the result of the lengthy structure of the
modified cookie banner texts and the concept of plain language, which is considered to
be reflected by the language levels B1-B2, as described in Section 2.5.2.

We also need to consider that even if a text receives scores that imply it is comprehen-
sible, it does not necessarily mean its content is informative or assists users in making
an informed decision regarding the processing of their personal data. For example, one
cookie banner that received a language level of A1 and a comprehensibility score of 100
contained only the following: “This site uses cookies. By continuing to browse the site,
you are agreeing to our use of cookies. Read our privacy policy.” Although this banner text
received perfect scores in terms of comprehensibility, it provided no specific information
on how personal data is processed except that cookies are used on the site. This illustrates
that plain language can make content more comprehensible but cannot improve the in-
formative nature of cookie banner content. Consequently, this emphasizes the need for
clear guidelines or standards for cookie banner implementation. Such guidelines could
define what information must be included and how it must be expressed. This could lead
to a more consistent cookie banner landscape in which plain language can be applied
without having to worry about whether the underlying content is informative enough.



7.

Limitations

In this chapter, we point out some limitations that need to be considered in the scope of

this thesis. We will outline limitations regarding data collection, as well as those relating

to linguistic, legal and methodological aspects.

L1

Ls.

First Level of the Cookie Banner

As mentioned in Section 1.2, we only consider the textual content on the first level
of the cookie banner. As a result, we do not consider information contained in
further levels, even though such information might also be relevant for users when
making an informed decision regarding the processing of their personal data. This
approach was chosen deliberately, as we want to focus on the part of the banner that
most users actually interact with (see Sections 1.2 and 2.3.1).

. Variety of Cookie Banner Implementations

The variety of cookie banner implementations also posed challenges that limited
the data collection, as reported in Sections 5.1 and 6.1. We found that our browser
extension CookieSense was not able to extract the textual content of cookie ban-
ners that were implemented using iFrames or Shadow DOM. Furthermore, in some
cases, the extension did not extract the entire textual content from the first level of’
the cookie banner, as our approach to make visually hidden elements visible did not
cover all of the methods that website developers might use to hide content visually.
During our feasibility study, we came across various methods, such as dynamically
generated structures, the use of attributes like display or accessibility-related at-
tributes like aria-expanded. In Sections 5.2.2 and 6.2, we further observed that
the considered cookie banner texts from the website sample contained vague word-
ing and diverse phrasings for the same underlying purpose. This variety led the
AT model to repeatedly make assumptions and draw conclusions about which pur-
poses might be reflected in them. In some cases, this resulted in inconsistencies
during the categorization process. The variety of cookie banner implementations
therefore did not only limit the extraction of textual content, but also the proper as-
signment of purposes during the categorization process. Consequently, it limited
our analysis of the current cookie banner landscape.

Manual Mapping as Basis for Categorization Method Selection

As described in Section 3.4, a pre-study was performed to determine the most ac-
curate method for categorizing the extracted banner texts based on the IAB TCF
purposes. Although the manual mapping (i.e., the assignment of TAB TCF purposes
to the extracted banner texts from the subset of the website sample) was carried out
to the best of our knowledge and based on careful interpretation of the purposes,
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it must be noted that the mapping is inherently subjective and may not be free of
error. Depending on the interpretation of the purposes and the extracted cookie
banner texts, the manual mapping may vary. Since the manual mapping influenced
the method that was chosen for the categorization, this subjectivity must be consid-
ered when interpreting our findings.

Lack of Standardization for Plain Language

As mentioned in Section 2.4, there are no fixed rules for plain language, as there
are only recommendations for its use. Although the first DIN standards for plain
language have been published (e.g., DIN ISO 24495-1 and DIN 8581-1), their use is
only mandatory under certain conditions, such as when they are explicitly refer-
enced in laws and regulations [82]. As a result, even the language levels in which
plain language is reflected are not clearly defined. As outlined in Section 2.5.2, this
thesis follows the definition of capito.ai, which associates plain language with the
language levels Bi-B2. However, other sources, for example, associate it with the
language levels A2-B1 [48]. Beyond language levels, the application of plain lan-
guage on cookie banner texts should also be discussed from a legal perspective to
determine whether it can be used in practice in accordance with the law.

Limitations in Measuring Comprehensibility

Furthermore, it must be emphasized that even if a text is considered to be com-
prehensible according to the measurement results presented in Sections 5.3 and 6.3,
this does not imply that the text contains relevant information that the users need to
make an informed decision regarding the processing of their personal data. As out-
lined in Section 6.3, a cookie banner text is able to receive perfect scores in terms of’
comprehensibility, even when it provides no specific information on how personal
datais actually processed. Therefore, the actual effectiveness of the comprehensibil-
ity is influenced by additional factors that are beyond the scope of this thesis. A user
study needs to be conducted in which users interact with both the original cookie
banner text and the modified versions to get deeper insights on the effectiveness of
the comprehensibility.
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In this master’s thesis, a feasibility study was conducted to investigate the extent to which
cookie banners can be made more understandable and thus more accessible through the
use of plain language, under consideration of the IAB TCF. In order to get a represen-
tative overview of the current cookie banner practices, a sample set of 200 websites with
English-language cookie banners was analyzed.

To process the textual content of the first level of a cookie banner, we developed the
browser extension CookieSense which extracts and stores the content in a text file. The
extraction was successful for 181 out of 200 websites. For the remaining 19 websites, the
extraction failed because the banners were implemented using Shadow DOM or iFrames,
which prevented the extension from accessing their content. In other cases, the exten-
sion failed to extract visually hidden content from the banners, as our approach did not
cover all methods used by website developers. The findings demonstrate that the variety
of cookie banner implementations limited the extraction of textual content and thus our
analysis of the current cookie banner landscape.

In order to determine which IAB TCF purposes are reflected in the extracted banner texts,
we tested various statistical and Al-based categorization methods. A pre-study showed
that the AlI-based method using OpenAI’s 03 model provided the most accurate results
and was therefore used in the main study. The main study revealed that the categoriza-
tion was challenging due to vague wording and diverse phrasings for the same underlying
purpose contained in the cookie banner texts. As a result, the Al model repeatedly made
assumptions about which purposes might be reflected, leading to inconsistencies in the
assignments. In addition, some assignments were based on incomplete banner texts, as
the extension sometimes failed to extract the entire banner text, which may have led to
purposes being missed or incorrectly identified. Overall, the findings suggest that the
IAB TCF purposes are reflected to some extent in the textual content of the current cookie
banner landscape - but only if the purposes were correctly identified during the catego-
rization.

For each IAB TCF purpose, a plain language description was created, based on the ex-
isting user-friendly descriptions defined within the framework. We used them to gen-
erate modified versions of the cookie banner texts. To evaluate the extent to which the
textual content of the banner has become more understandable, the comprehensibility of
the banner text was measured before and after the modification. The results showed that
the modified versions, in general, received better scores more frequently than the original
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cookie banner texts. However, it became clear that the effectiveness of plain language is
limited by the content of the original banner text. Plain language therefore can make con-
tent more comprehensible but cannot improve the informative nature of cookie banner
content.

We conclude that within the current cookie banner landscape, it is not possible to use
plain language to make cookie banners more understandable and thus more accessible
under consideration of the IAB TCF. While plain language has the potential to improve
the comprehensibility of banner texts, its effectiveness is limited to the actual content of’
the banner text, as it cannot compensate for the absence of relevant information that is re-
quired for users to make an informed decision regarding the processing of their personal
data. Therefore, it is necessary to establish guidelines or standards that regulate the im-
plementation of cookie banners. These would ensure that users are consistently provided
with the required information in the first place, while plain language could then be used
to make this information more understandable and thus accessible to a wider audience.
Furthermore, such guidelines or standards could contribute in overcoming the challenges
that our browser extension CookieSense and categorization process encountered within
the scope of this thesis. The introduction of guidelines and standards could reduce the
variety of cookie banner implementations, which would allow for a more reliable banner
text extraction. Similarly, it could assist in reducing vague wording and the variety of
phrasings for the same underlying purpose in banner texts and thereby allow for a more
consistent and reliable identification of purposes during the categorization process.

Beyond the technical feasibility, the problems regarding comprehensibility should also
be viewed from an ethical perspective. As mentioned in Section 1.2, everyone should be
able to easily understand the content of cookie banners and be able to make an informed
decision regarding the processing of their personal data. By using vague language and
technical terms, cookie banners can function as a form of dark pattern and nudge users
to act against their actual intentions or best interests. Therefore, addressing the com-
prehensibility of cookie banners is not only about the technical implementation or legal
compliance, but also ensuring that users can make informed decisions, regardless of their
education level or technical expertise.



9. Future Work

Several possible areas for future work emerge from the findings and limitations of this
thesis.

As we only considered the first level of the cookie banners in this thesis, future work
could extend the analysis to also include the further levels of the banners. This would
make it possible to compare to what extent the information on the further levels difters
from that on the first level and determine whether more relevant information for users is
hidden in the further levels on purpose (e.g,, a dark pattern). In addition, the scope of the
analysis could be extended to also consider other frameworks besides the IAB TCF and
explore how it is reflected in the current cookie banner landscape.

Furthermore, this thesis deliberately focused on the textual content of cookie banners
and did not consider their design. In connection to the work in this thesis, it could be
investigated how the modified cookie banner texts could be presented to users within
banners. A possible approach could be to extend the browser extension to not only ex-
tract the textual content, but also provide a way to present the modified content to users.
For example, the extension could operate similar to a translation tool and allow users to
click on a cookie banner to view a modified version. An option to switch back to the orig-
inal version should also be provided. The modified version could, for example, present
the identified purposes as expandable items, where clicking on an item reveals its corre-
sponding plain language description written in plain language.

In this thesis, we further investigated the application of plain language in order to im-
prove the comprehensibility of cookie banner texts. However, feasibility does not imply
usability, as the effectiveness is influenced by factors beyond the scope of this thesis. Fu-
ture work could address this by conducting a user study in which participants interact
with both the original and the modified versions of the banner text. This study could
combine questionnaires and comprehension tasks to evaluate how well users understand
the content and determine the extent to which plain language assists them.

Building on the findings of this thesis, the next research step could be to investigate ap-
proaches for the standardization of the cookie banner implementation. The focus should
not only remain on the technical aspects, such as what is used to implement them, but
also on the textual content and what it should contain and how it should be expressed.
Beyond the standardization on the website level, alternative approaches should be con-
sidered, such as shifting the whole cookie consent mechanisms to the browser level.
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A. Website Sample

Number Domain Number Domain
1 adobe.com 34 dailymail.co.uk
2 alibaba.com 35 dailymotion.com
3 aliexpress.com 36 deloitte.com
4 allaboutcookies.org 37 discord.com
5 android.com 38 disqus.com
6 aol.com 39 docker.com
7 apa.org 40 dribbble.com
8 apnews.com 41 dropbox.com
9 bandcamp.com 42 dw.com
10 bbc.com 43 ebay.com
11 behance.net 44 economist.com
12 bing.com 45 elegantthemes.com
13 biomedcentral.com 46 elsevier.com
14 bitly 47 etsy.com
15 bloomberg.com 48 europa.eu
16 bmj.com 49 eventbrite.com
17 booking.com 50 fs.com
18 Dbusinesswire.com 51 facebook.com
19 buydomains.com 52 fandom.com
20 buzzfeed.com 53 fastcompany.com
21 calendly.com 54 flickr.com
22 cam.ac.uk 55 forbes.com
23 cambridge.org 56 fortune.com
24 canva.com 57 freepik.com
25 cbsnews.com 58 ft.com
26 chatgpt.com 59 gartner.com
27 cisco.com 60 giphy.com
28 cloudflare.com 61 gitlab.com
29 cnet.com 62 gizmodo.com
30 cnn.com 63 globenewswire.com
31 cookiedatabase.org 64 godaddy.com
32 coursera.org 65 gofundme.com
33 cpanel.net 66 google.com
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Number Domain Number Domain
67 gov.uk 106 netflix.com
68 gravatar.com 107 newsweek.com
69 healthline.com 108 mnewyorker.com
70 hp.com 109 npr.org
71 huawei.com 110 nvidia.com
72 hubspot.com 111 nypost.com
73 huffingtonpost.com 112 nytimes.com
74 hugedomains.com 113 office.com
75 ibm.com 114 openai.com
76 ieee.org 115 opera.com
77 imdb.com 116 oracle.com
78 imgur.com 117 oreilly.com
79 independent.co.uk 118 oup.com
8o instagram.com 119 ovhcloud.com
81 intel.com 120 patreon.com
82 intuit.com 121 paypal.com
83 investopedia.com 122 pewresearch.org
84 issuu.com 123 pexels.com
85 jamanetwork.com 124 pixabay.com
86 jimdo.com 125 plesk.com
87 jotform.com 126  plos.org
88 jstor.org 127 prnewswire.com
89 kickstarter.com 128 psychologytoday.com
9o linkedin.com 129 quora.com
o1 linktr.ee 130 reddit.com
92 mailchimp.com 131 redhat.com
93 marketwatch.com 132 researchgate.net
94 marriott.com 133 reuters.com
95 mashable.com 134 sagepub.com
96 mayoclinic.org 135 salesforce.com
97 mckinsey.com 136 samsung.com
98 mdpi.com 137 sciencedaily.com
99 merriam-webster.com 138 sciencedirect.com
100 microsoft.com 139 sciencemag.org
101 myspace.com 140 scientificamerican.com
102 mysql.com 141 scribd.com
103 nationalgeographic.com 142 sedo.com
104 nature.com 143 shopify.com
105 mnbcnews.com 144 skype.com

Continued on next page
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Number Domain Number Domain

145 slack.com 175 twitch.tv

146 slideshare.net 176  twitter.com
147 soundcloud.com 177 typepad.com
148 sourceforge.net 178 ubuntu.com
149 springer.com 179 ucla.edu

150 squarespace.com 180 unesco.org
151 stackoverflow.com 181 unsplash.com
152  statista.com 182 usatoday.com
153 steampowered.com 183 usnews.com
154 stripe.com 184 vice.com

155 substack.com 185 vimeo.com
156 surveymonkey.com 186 vox.com

157 tandfonline.com 187 washingtonpost.com
158 ted.com 188 weebly.com
159 telegraph.co.uk 189 wiley.com
160 tencent.com 190 wired.com
161 theatlantic.com 191 wisc.edu

162 theconversation.com 192 wix.com

163 theguardian.com 193 worldbank.org
164 thelancet.com 194 wpguardian.com
165 themeforest.net 195 Wsj.com

166 themeisle.com 196 xing.com

167 theverge.com 197 yelp.com

168 threads.net 198 youtube.com
169 tiktok.com 199 zdnet.com
170 time.com 200 ZOOM.US

171 tinyurl.com

172 tripadvisor.com

173 trustpilot.com

174 tumblr.com

Table A.1.: Full list of the website sample with 200 websites.



Main Study Results

Domain

Assigned Purposes by Categorization

about.gitlab.com
adobe.com
alibaba.com
allaboutcookies.org
android.com
apa.org
apnews.com
bandcamp.com
bbc.com
behance.net
bing.com
biomedcentral.com
bitly.com
bloomberg.com
bmj.com
booking.com
businesswire.com
buydomains.com
buzzfeed.com
calendly.com
cam.ac.uk
cambridge.org
canva.com
cbsnews.com
chatgpt.com
cisco.com
cloudflare.com
cnet.com
consent.yahoo.com
cookiedatabase.org
corp.oup.com
coursera.org
cpanel.net

P1,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P8 P9, P10
P1,P3,P4,P5,P6,P8 P9, P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P§,Pg,P10
P1,P7,P8,Pg,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P§,P9g,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P§ P9, P10
P1,P2,P3,P4,P7,Pg,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P8,Pg
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P7,P8 Pg,P10
P1,P3,P4,P5,P6,P8 P9, P10
P1,P7,P8,Pg,P10
P1,P§,P9g,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P2,P5,P6,P§,Pg,P10
P1,P5,P6,Pg,P10
P1,P3,P4,P§,P9g,P10
P1,P3,P4,P5,P6,P§ P9, P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P7,P8,Pg
P1,P2,P§,P9g,P10

P1,P2,P§ P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P7,P8 Pg,P10
P1,Pg,P10

P1,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P3,P4

Continued on next page
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Domain

Assigned Purposes by Categorization

dailymail.co.uk
dailymotion.com
de.aliexpress.com
de.quora.com
deloitte.com
discord.com
disqus.com
docker.com
dribbble.com
dropbox.com
ebay.com
economist.com
edition.cnn.com
elegantthemes.com
elsevier.com
etsy.com
eu.usatoday.com

european-union. europa.eu

fs.com
facebook.com
fandom.com
fastcompany.com
flickr.com
forbes.com
fortune.com
freepik.com
ft.com
gartner.com
giphy.com
gizmodo.com
globenewswire.com
google.com
gov.uk
gravatar.com
healthline.com
hp.com
huawei.com
hubspot.com
huffpost.com

P1,P2,P3,P4,P5,P6,P7,P8,Pg,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P3,P4,P5,P6,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P§ P10
P1,P7,P8,Pg,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P7,P8,Pg,P10
P1,P3,P4,P5,P6,P§ P9, P10
P1,P2,P10
P1,P3,P4,P7,P8,Pg,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P§,Pg,P10
P1,P5,P6,P8,Pg,P10
P1,P2,P3,P4,P5,P6,P8,Pg, P10
P1,P3,P4,P5,P6,P7,P8,Pg,P10

P1

P1,P5,P6,P8,Pg,P10
P1,P2,P§,Pg,P10,P11
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P2,P10
P1,P3,P4,P5,P6,Pg,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P7,P8,Pg,P10
P1,P3,P4,P6,P7,P§,Pg,P10
P1,P2,P§ P10

P1,P7,P8,Pg,P10
P1,P3,P4,P5,P6,P7,P8,Pg,P10
P1,P8,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P§,Pg,P10,P11

P1,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P3,P4,P5,P6,P§ P9, P10

P1

P1,P3,P4,P5,P6,P§ P10
P1,P4,P6,P7,P8 P9, P10

Continued on next page
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Domain

Assigned Purposes by Categorization

hugedomains.com
ibm.com

ieee.org
imdb.com
imgur.com
independent.co.uk
instagram.com
intel.com
intuit.com
investopedia.com
issuu.com
jamanetwork.com
jotform.com
Jjstor.org
kickstarter.com
linkedin.com
linktr.ee
marketwatch.com
marriott.com
mashable.com
mayoclinic.org
mckinsey.com
microsoft.com
myspace.com
mysgl.com
nationalgeographic.com
nature.com
nbcnews.com
netflix.com
newsweek.com
newyorker.com
npr.org
nvidia.com
nypost.com
nytimes.com
office.com
openai.com
opera.com
oracle.com

P1,P3,P4,P5,P6,P8 P10
P1,P2,P8 P10
P1,P3,P4,P6,P8
P1,P3,P4,P7,P9g,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P2,P10,P11

P1,P4,P8 P10
P1,P4,P6,P10,P11
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P4,P6,P7,P8 P9, P10
P1,P3,P4,P§,P9g
P1,P4,P6,P8,P10
P1,P2,P§,P10,P11

P5,P6,P10

P1,P3,P4,P§,P10
P1,P5,P6,P8,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P4,P6,P8,P10
P1,P4,P6,P7,P8,Pg,P10
P1,P4,P6,P10
P1,P3,P4,P§,P9g,P10
P1,P3,P4,P10
P1,P2,P§,P9g,P10
P1,P3,P4,P5,P6,P§ P10,P11
P1,P4,P6,P7,P8 P9, P10
P1,P3,P4,P5,P6,P7,P§ Pg,P10
P1,P3,P4,P7,P8,P9g,P10,P11
P1,P3,P4,P6,P8,Pg
P1,P4,P6,P7,P8,Pg,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P4,P6,P7,P8,Pg,P10,P11
P1,P2,P8 P10
P1,P4,P6,P7,P8 P9, P10
P1,P3,P4,P7,P9,P10
P1,P3,P4,P10

P1,P2,P8 P10

P1,P4,P6,P7
P1,P3,P4,P5,P6,P§ P10,P11

Continued on next page
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Domain Assigned Purposes by Categorization
oreilly.com P1,P4,P5,P6,P8,P10
ovhcloud.com P1,P3,P4,P6,P8,P10,P11
paypal.com P1,P3,P4,P6,P10
pewresearch.org P1,P10

pexels.com P1,P3,P4,P6,P8,P10
pixabay.com P1,P2,P8 P10

plos.org P1,P2,P8,Pg,P11
prnewswire.com P1,P3,P4,P5,P6,P7,P§,Pg
psychologytoday.com P1,P3,P4,P5,P6,P7,P§,Pg,P1i0
reddit.com P1,P3,P4,P5,P6,P7,P10
redhat.com P1,P2,P10

researchgate.net P1,P3,P4,P5,P6,P7,P§,Pg
reuters.com P1,P3,P4,P5,P6,P7,P§ Pg,P10
sagepub.com P1,P7,P8,Pg,P10
salesforce.com P1,P2,P3,P4,P5,P6,P8,P9g,P10
samsung.com P1,P3,P4,P5,P6,P8 P9, P10
science.org P1,P10

sciencedirect.com P1,P5,P6,P8,Pg,P10
scientificamerican.com P1,P5,P6,P7,P8,P9g,P10
scribd.com P1,P3,P4,P5,P6,P7,P8,P9g,P10
shopify.com P1,P2,P5,P6,P8,Pg
slack.com P1,P5,P6,P8,Pg,P10
slideshare.net P1,P3,P4,P5,P6,P7,P§,Pg,P1i0
soundcloud.com P1,P3,P4,P5,P6,P7,P8,P9g,P10
springer.com P1,P3,P4,P5,P6,P7,P§,Pg,P10
squarespace.com P1,P3,P4,P5,P6,P§ P9, P10
stackoverflow.com P1,P2,P3,P4,P5,P6,P7,P8,P9g,P10,P11
statista.com P1,P3,P4,P5,P6,P7,P§ Pg,P10
store.steampowered.com P1,P5,P6,P8,Pg

stripe.com P1,P2,P10

substack.com P1,P8,Pg,P10
surveymonkey.com P1,P3,P4,P5,P6,P7,P§,Pg,P10
teams.live.com P1,P3,P4,P10

ted.com P1,P2,P3,P4,P5,P6,P7,P8,Pg,P10,P11
telegraph.co.uk P1,P3,P4,P5,P6,P7,P8,P9g,P10
tencent.com P1,P§,P9g,P10
theatlantic.com P1,P3,P4,P5,P6,P7,P§,Pg,P10
theconversation.com P1,Pg,P10
theguardian.com P1,P3,P4,P5,P6,P7,P8,P9g,P10
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Assigned Purposes by Categorization

thelancet.com
themeforest.net
themeisle.com
theverge.com
threads.com
time.com
tinyurl.com
tripadvisor.com
trustpilot.com
twitch.tv
typepad.com
ubuntu.com
ucla.edu
unesco.org
unsplash.com
usnews.com
vice.com
vox.com
washingtonpost.com
weebly.com
wiley-vch.de
wired.com
wisc.edu
wix.com
worldbank.org
wsj.com

X.com
yelp.com
youtube.com
zdnet.com
zoom.com

P1,P5,P6,P8,P10
P1,P5,P6,P8,Pg,P10

P1,P3,P4
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P2,P10,P11
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P3,P4,P5,P6,P§ P9, P10
P1,P3,P4,P5,P6,P7,P§,Pg,P10
P1,P7,P8,Pg,P10

P1,P5,P6,P7,P§,Pg
P1,P5,P6,P8,Pg,P10

P1,P10o

P1,P10o
P1,P3,P4,P5,P6,P7,P8,Pg,P10
P1,P3,P4,P5,P6,P7,P8,Pg,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P3,P4,P7,P§,P9g,P10
P1,P3,P4,P5,P6,P§ P9, P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1

P1,P2,P7,P8,Pg,P10

P1,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P1o

P1,P5,P6,P10
P1,P2,P3,P4,P5,P6,P7,P§,Pg,P10,P11
P1,P3,P4,P5,P6,P7,P8,Pg,P10
P1,P3,P4,P5,P6,P8,Pg

Table B.1.: Main study results of the categorization based on the IAB TCF Purposes using the Ope-

nATl 03 model.



C. Results of the

Comprehensibility

Measurement

Flesch Reading FOG Dale-Chall Capito.ai Wortliga  Wortliga
Ease Score Index RS Bi1-B2  Lang. Level CS

Domain OB MB OB MB OB MB OB MB OB MB OB MB
adobe.com 4738 5798 1135 729 953 633 89% o94% B2 Ba 67 86
alibaba.com 5371 57.08 1271 7.29 811 633 95% 094% B2 B1 69 86
allaboutcookies.org 3913  66.44 12.92 7.09 10.83 6.24 46% 95% Ci1  Bi 67 86
android.com 3426 56.66 16.0 885 1252 771 84% 97% Bi B2 97 8
apa.org 34.6 56.96 1549 81 11.23 725 48% 97% C2 B2 32 84
apnews.com 20.86 66.44 12.65 7.09 09.72 6.24 76% 95% C1 B1 54 84
bandcamp.com 6136 5666 877 885 77 771 6% 97% C2 B2 44 86
bbc.com 4546  66.44 1142 71  8.66 6.9 26% 94% C2 B1 43 8y
behance.net 47.99 5798 1187 729 971 633 89% 94% B2 B1 73 86
bing.com 31.28  57.08 1242 7.67 977 6.82 8% 96% Ci B1 57 88
biomedcentral.com 30.06 66.44 1177 7.09 8.93 6.24 50% 095% C1 B1 6o 86
bitly.com 371 5818 12.93 738 871 651 84% o9q% Ci1 Ba 73 8
bloomberg.com 3517  66.44 12.68 7.09 852 624 1% 95% C2 B1 26 86
bmj.com 41.66  66.44 11.92 7.09 104 6.24 068% 095% B2 B1 70 86
booking.com 39.06  57.98 1351 729 842 0633 42% 94% Ci1  Bi 59 86
businesswire.com 3257  56.96 1733 81 1144 7.25 48% o7% B2 B2 57 84
buydomains.com 55.03 56.66 1225 885 8.02 771 90% 97% B1 B2 79 83
buzzfeed.com 4156  66.44 1192 7.09 1036 6.24 70% 95% B2 B1 71 86
calendly.com 2711 6583 1534 7.83 9.64 6.2 36% 93% Ci1  B1 52 84
cam.ac.uk 50.12 5727 1034 7.98 759 7.08 61% 092% Ci B2 52 82
cambridge.org 14.97 5798 2175 7.091 12.86 7.0 14% 97% C2 B1 1 87
canva.com 56.45 5708 10.67 729 785 633 39% 094% C1 B1 61 86
cbsnews.com 28.4 6633 9.82 6.98 9.08 6.02 50% 94% B2 B1 56 8y
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Flesch Reading FOG Dale-Chall Capito.ai Wortliga  Wortliga
Ease Score Index RS B1-B2 Lang. Level CS

Domain OB MB OB MB OB MB OB MB OB MB OB MB
chatgpt.com 50.02 56.96 1012 84 97 777 062% o97% B2 B2 66 86
cisco.com 44.41 5686 10.67 854 7.82 728 092% 96% Bi B2 87 84
cloudflare.com 48.43 6552  12.61 836 848 722 48% 96% Ci1 B1 64 84
cnet.com 40.45 0606.44 12.27 7.09 1028 6.24 52% 95% Ci1 B1 67 86
consent.yahoo.com 38.05 66.44 1431 7.09 9.25 6.24 11% 095% C2 B1 48 86
cookiedatabase.org 3832 4789 12.23 94 11.010 83 76% 96% C1 B2 70 80
corp.oup.com 5256 5635 10.95 9.24 9.92 8.26 093% 096% Bi B2 o8 78
coursera.org 3534 6633 1031 6.98 0933 6.02 068% 94% B2 B1 70 87
cpanel.net 19.4 58.89 171 751 11.94 741 o% 95% Ca2 B1 13 89
dailymail.co.uk 21.94 6644 141 71 8.61 619 8% 94% C2 B1 34 8
dailymotion.com 36.28 6633 1219 6.98 851 6.02 52% o4% C2 B 14 8
aliexpress.com 48.09 66.74 1133 6.98 8.67 6.2 98% 93% B2 B1 8o 86
quora.com 4156  66.44 1192 7.09 1036 6.24 068% 95% B2 B1 71 86
deloitte.com 26.47 66.64 1531 7.06 104 6.9 48% 94% B2 B1 67 86
discord.com 16.66 56.96 185 81 1215 725 0% 97% C2 B2 24 84
disqus.com 26.61  66.44 1346 709 97 624 9% 95% Ci1 B 64 86
docker.com 346 56.96 1549 81 1123 725 48% 9% C2 B2 32 84
dribbble.com 58.09 5708 924 729 979 633 84% 094% Bi B1 81 86
dropbox.com 3832 6532 1223 872 936 757 86% 95% B2  Bi 64 82
ebay.com 3057  57.08  12.68 754 10.22 678 15% 97% C2 B1 56 8y
economist.com 3057 66.44 1159 71 9.05 6.19 19% 094% C2 B1 46 8y
edition.cnn.com 35.64 66.44 1014 71 924 619 065% 094% Bi B1 70 87
elegantthemes.com 8.74 57.08  14.93 7091 1128 7.0 6% 97% Ci1 B1 61 8y
elsevier.com 34.22 5727 13.82 792 873 6.9 02% 094% B1 B2 94 83
etsy.com 3473 606.44 1234 729 87 626 091% 094% Bi B1 70 86
eu.usatoday.com 40.95 066.44 10.92 7.09 954 624 8% o95% C1 B1 63 86
european- 593 55.74 08 943 884 924 95% 01% Bi B2 78 75
union.europa.eu
fs.com 40.65 5727 1231 7.92 855 6.9 094% 094% B2 B2 67 8
facebook.com 46.27 56.96 1032 8.01 7.83 6.5 11% 96% C2 B2 30 8
fandom.com 40.24 66.44 12.09 7.09 1035 06.24 50% 095% C1 B1 68 86
fastcompany.com 27.42  66.44 1511 7.09 10.67 6.24 25% 95% C2 B1 47 86
flickr.com 36.63 6532 1563 872 942 757 19% 95% C2 B1 33 82
forbes.com 4525 58.08 13.20 7.24 9.92 637 B% 4% C1 B1 66 86
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Flesch Reading FOG Dale-Chall Capito.ai Wortliga  Wortliga

Ease Score Index RS B1-B2 Lang. Level CS
Domain OB MB OB MB OB MB OB MB OB MB OB MB
fortune.com 4055  066.44 11.82 7.09 10.25 6.24 50% 95% B2 B1 70 86
freepik.com 34.6 56.96 1549 81 1123 7.25 48% o97% C2 B2 32 84
ft.com 35.47 57.87  13.05 7.41 955 658 7%  o5% C2 B1 36 8y
gartner.com 41.7 6552 1316 836 09.94 722 84% 96% Ci B1 58 84
giphy.com 37.64 56.96 1533 81 972 725 01% 9% C2 B2 51 84
gitlab.com 2732 56.96 1497 81 1053 725 095% 97% Ci B2 52 84
gizmodo.com 22.45 66.44 1582 7.09 1031 624 0% 95% C2 B1 o 86
globenewswire.com 37.64 56.86 164 87 1119 7.63 48% 97% B1 B2 74 82
google.com 30.8 66.33 16.2 6.98 1037 6.02 o% 94% C2 B1 22 8y
gov.uk 62.95 56.86 652 853 6.75 727 95% 96% Bi B2 96 83
gravatar.com 4813  50.35 15.0 924 935 826 16% 096% B2 B2 67 78
healthline.com 1429 6633 1577 6.98 97 6.02 7% 94% C2 Bi o &
hp.com 3815 5708 1511 729 10.81 633 78% o4% C2 B1 43 86
huawei.com 64.07 5574 1019 9.43 9.02 9.24 98% 01% A1 B2 100 75
hubspot.com 443  66.64 108 706 9.03 619 88% 094% Bi B1 91 86
huftpost.com 4156  57.47 1192 7.83 1036 6.88 70% 94% B2  Bi 71 86
hugedomains.com 51.85  66.64 9.25 7.06 9.92 619 73% 94% B1 B1 95 86
ibm.com 3872 6552  13.42 836 10.08 7.22 32% 96% B2 B1 72 84
ieee.org 30.87 66.74 1489 7.7 964 6.9 773% 094% B2 B1 71 88
imdb.com 33.14 5808 1286 77 826 6.99 50% 97% C2 B 50 8
imgur.com 4312 066.44 11.93 7.09 10.03 6.24 064% 95% C2 B1 o 86
independent.co.uk 2711 66.44 12.96 7.09 9.0 6.24 17% 95% C2 B1 36 86
instagram.com 4322 06542 12.07 812 7.97 677 2% 094% C2 B1 18 83
intel.com 3832 5777 1223 8.49 10.68 7.49 092% 96% B2 B1 63 &
intuit.com 46.78 66.03 114 83 871 71 52% 01% B2 B1 67 84
investopedia.com 36,55  606.33 858 6.98 8.47 6.02 89% 094% B1 B1 66 87
issuu.com 32.04 5747 1581 7.83 1036 6.88 56% o94% C2 B1 42 86
jamanetwork.com 39.84 5818 127 8.09 926 735 093% 96% B2 B1 71 88
jotform.com 3882  57.67  12.65 8.06 12.05 7.04 30% 093% B2 B1 52 8
jstor.org 33.28 6552  17.63 7.8 1083 6.61 0% 96% C2 B1 36 84
kickstarter.com 5118 66.23 140 78 937 671 &% 93% C1 B1 6o 83
linkedin.com 46.98 5828 1076 7.68 943 6.9 8% 97% B2 Bi 72 87
linktr.ee 43.73 6593 13.92 7.690 9.29 6.75 16% o93% C1 B1 48 83
marketwatch.com 32.67 6633 14.96 6.98 77 6.02 0% 94% C2 B1 o &

Continued on next page
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Flesch Reading FOG Dale-Chall Capito.ai Wortliga  Wortliga
Ease Score Index RS B1-B2 Lang. Level CS

Domain OB MB OB MB OB MB OB MB OB MB OB MB
marriott.com 3121 57.67 1616 8.06 11.64 7.04 30% 93% C2 B1 50 &
mashable.com 30.84 5747 1214 7.83 1024 6.88 68% o94% C1 B1 64 86
mayoclinic.org 5422 57.67 13.86 8.25 959 736 95% 9o% B2 B1 74 84
mckinsey.com 15.68 57.98 1513 7.01 1055 7.0 18% 9% C1 B1 45 8y
microsoft.com 30.03 5848 1333 773 10.09 71 66% 96% C1 B1 54 8
myspace.com 3138 56.86 1339 854 10.62 728 79% 96% B2 B2 75 84
mysgl.com -56.43 6654 47.92 711 1443 6.2 o% 95% C2 B1 o 86
nationalgeographic.com 40.95 5747 10.65 7.83 939 0688 8% 04% B2 Bi 72 86
nature.com 30.06  66.44 11.64 7.09 8.93 6.24 56% 95% Ci B1 61 86
nbcnews.com 20.86 5787  13.07 754 936 6.63 92% 9% C1 Bx 50 87
netflix.com 2752 5708 1677 7.03 1172 7.03 B% o94% C2 B1 35 8y
newsweek.com 24.98  57.47 144 7.83 1035 6.88 37% 094% C2 B1 15 86
newyorker.com -1238 6633 23.04 6.98 11.69 6.02 1% 94% C2 B1 4 8
npr.org 37.91 57.47 12.76 7.77 10.23 6.1 20% 94% C2 B1 49 86
nvidia.com 33.95 6552 13.06 836 8.93 722 092% 96% Ci B1 57 84
nypost.com 31.89 5747 1239 7.83 1011 6.88 81% o94% B2 B1 66 86
nytimes.com 2458 58.08 1509 7.7 11.03 6.99 4% 97% C2 B1 44 87
office.com 38.82 5848 133 773 9.5 71 66% 96% B2 B1 64 87
openai.com 55.95 0552 10.05 836 88 722 66% 96% B2 B1 72 84
opera.com 2119 66.44 14.88 8.05 1029 7.42 79% 90% Ci B1 61 8y
oracle.com -56.43 6654  47.92 711 1443 612 o% 95% C2 B1 o 86
oreilly.com 2038 6633 1621 748 11.6 657 B% 94% Ci B1 54 8
ovhcloud.com 4329 6644 1253 7.49 951 6.48 24% 94% B2  Bi 63 86
paypal.com 63.19 5828 1024 7.45 876 6.4 1% 93% B2 B1 61 86
pewresearch.org 30.84 5635 1546 9.24 09.26 826 18% 96% B2 B2 57 78
pexels.com 61.67 58,08 10.9 749 745 06.62 36% 095% B2 B1 65 87
pixabay.com 34.6 6552 1549 8306 1123 722 48% 96% C2 B1 32 &
plos.org 19.06 56.96 1554 822 952 7.07 4% 95% C2 B2 36 &
prnewswire.com 2732 6654 14.97 717 10.96 6.4 84% 094% Ci B1 79 87
psychologytoday.com 3354 66.44 1473 7.09 10.01 6.24 66% 95% Ci1 B1 51 86
reddit.com 24.48 66,74 16.05 6.87 915 616 84% 94% Ci B 57 86
redhat.com 4119 6532 1418 872 837 757 8% o95% Cz2  Bi 47 82
researchgate.net 34.46 6654 1431 717 9.93 6.4 49% 094% Ci B1 6o 8
reuters.com 20.06 66.44 11.95 7.09 10.06 6.24 66% 95% C1 B1 69 86

Continued on next page



BIBLIOGRAPHY 92

Flesch Reading FOG Dale-Chall Capito.ai Wortliga  Wortliga

Ease Score Index RS B1-B2 Lang. Level CS
Domain OB MB OB MB OB MB OB MB OB MB OB MB
sagepub.com 20.86  56.06 13.9 81 1183 725 48% 9% C1 B2 51 84
salesforce.com 48.09 66.44 1015 729 8.04 6.26 81% 94% B2 B1 77 86
samsung.com 2722 57.98 1329 729 872 633 71% o94% C1 B1 59 86
science.org 51.55 5635 11.63 9.24 9.a11 826 93% 096% B1 B2 g1 78
sciencedirect.com 43.09 5727 13.41 7.92 9.81 6.9 76% 094% B1 B2 97 83
scientificamerican.com 28.84 6583 13.86 757 1052 671 B% 95% Ci Bx 68 84
scribd.com 24.68 66.44 1436 7.09 09.63 6.24 22% 095% C1 B1 65 86
shopify.com 34.42  65.83 133 806 97 6.99 84% 092% Bi B1 91 8
slack.com 57.27  57.27 917 7.92 771 6.9 79% 94% B2 B2 8 83
slideshare.net 2316  66.44 1486 7.09 9.75 624 14% 95% C1 B1 62 86
soundcloud.com 40.95 66.44 1133 7.09 9.96 06.24 61% 95% B2 B1 71 86
springer.com 30.06 066.44 11.64 7.09 8.93 6.24 48% 95% Ci B1 61 86
squarespace.com 23.43 57.98 16.08 7.29 10.72 633 48% 94% B2 B1 65 86
stackoverflow.com 36.05 6633 1011 6.98 9.29 6.02 69% 094% B2 B1 72 8
statista.com 4156  66.44 1213 7.09 1053 6.24 05% 95% B2 B1 69 86
store.steampowered.com 66.54  65.83 831 817 812 724 93% 093% B: B2 87 84
stripe.com 45.93 6532 1046 872 777 757 100% 95% A2 B1 99 82
substack.com 4116  56.66 1316 885 o955 771 % o97% C1 B2 56 83
surveymonkey.com 3476  66.44 16.01 7.09 10.27 6.24 30% 95% C1 B1 54 86
teams.live.com 38.82 5848 133 773 975 71 66% 96% B2 B1 64 87
ted.com -3.72 6633 2053 6.98 1104 6.02 18% o94% C2 B1 16 8y
telegraph.co.uk 36.49 66.44 1173 7.09 875 6.24 3% 95% C2 B1 32 86
tencent.com 40.04 56.66 12.04 885 85 771 8% o97% B2 B2 77 83
theatlantic.com 3876 66.44 1459 7.09 9.27 6.24 54% 95% C2 B 53 86
theconversation.com 52.46 4789 1108 94 931 83 86% 96% B1 B2 9o 8o
theguardian.com 373 66.44 1116 7.09 792 6.24 27% o5% C2 B1 44 86
thelancet.com 33.2 65.03 1455 7.60 9.25 6.5 67% 093% B2 B 8 83
themeforest.net 33.41  57.27 146 7.92 1247 6.9 95% 094% B2 B2 81 &
themeisle.com 49.82 5889 1135 751 914 741 95% 95% Bi B1 94 89
theverge.com 36.86  66.33 971 6.98 954 6.02 8% o94% B1 B1 8o 87
threads.com 46.27 6542 1041 812 787 677 2% o4% C2 B 25 83
time.com 3148 66.44 1249 7.09 1014 6.24 70% 95% Ci B1 55 86
tinyurl.com 36.18  66.44 12.04 7.09 8.86 6.24 14% 095% C2 B1 47 86
tripadvisor.com 40.04 606.44 1246 7.090 1031 6.24 51% 095% Ci1 B1 65 86
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trustpilot.com 4129  57.98  14.17 729 0.42 0633 44% 94% C2 B1 32 86
twitch.tv 42.61 6644 1251 7.090 9.24 624 1% 95% C1 B1 65 86
typepad.com 63.7 56.06 973 81 838 725 73% 97% Bi B2 8 84
ubuntu.com 49.01  05.93 1016 773 0913 06.97 98% 093% B2 B1 90 8
ucla.edu 45.09  57.27 145 792 837 6.9 45% 94% C2 B2 48 83
unesco.org 59.8 56.35 9.82 924 833 8.26 100% 96% B1 B2 97 78
unsplash.com 53.92 5635 10.98 924 09.76 8.26 090% 096% B2 B2 70 78
usnews.com 30.13 66.44 12.55 7.09 10.25 06.24 60% 95% Ci B1 63 86
vice.com 37.4 66.44 1136 7.09 8.64 6.24 10% 95% C2 B1 56 86
vox.com 36.86  66.33 971 6.98 954 6.02 8% o94% B1 Bx 8o &
washingtonpost.com 4136 6633 1077 6.98 885 6.02 31% 094% B2 B1 68 87
weebly.com 3128  57.98  14.06 754 1085 6.78 67% 97% C1 B1 50 87
wiley-vch.de 3087 5708 1489 729 09.64 633 73% 94% B2 B 71 86
wired.com -1238 6633 23.04 6.98 11.69 6.02 1% 94% C2 B1 4 8
wisc.edu 52.87  55.74 6.67 943 9.4 924 5% 01% B2 B2 67 75
wix.com 49.01 5706 1134 7.99 8.05 6.97 99% 96% B2 B2 8 &
worldbank.org 58.09 5635 1033 9.24 8.94 826 53% 96% Ci B2 69 78
wsj.com 32.67 6633 14.96 6.98 77 6.02 0% o94% C2 B1 o &
x.com 50.8 56.35 721 924 7.64 8.26 100% 96% B2 B2 66 78
yelp.com 4596  65.93 12.69 772 918 6.93 062% 091% B2 B1 88 82
youtube.com 36.73 6633 1635 6.98 942 6.02 68% 94% C2 B1 44 87
zdnet.com 40.04 606.44 1246 7.09 1022 6.24 5% 9o5% Ci1 B1 66 86
zoom.com 46.78  57.98 11.9 729 838 633 86% 94% B2 B1 75 86

Table C.1.: Results of the comprehensibility measurements for the cookie banner texts (OB) and
the modified cookie banner texts (MB).



D. capito.ai Language
Levels

E Language level A1-A2

Very easy language

Text example

We have a website. The website
examines your text: Is the text easy
to understand? We give you tips on
how to improve it. This website is
called capito.ai.

Description

96% of all people understand
information written at this language
level. Language level A1-A2 is short
and simple. It contains only the core
information.

Application example

You choose language level A1-AZ if
you know that your target audience
is not able to read a lot of complex
information - because they don’t
have time, are under a lot of stress,
or basically can't read and
understand well.

Texts in A1-A2 that are reduced to
the core of the information are very
useful, for example, for hazard,
safety and health information and in
communicating with people with
little knowledge of the language or
with learning difficulties.

@ Language level A2-B1

Easy language

Text example

QOur computer programme
Lcapito.ai* automatically examines
how comprehensible a text is. You
simply upload your text. We then
give you tips on how to improve it.

Description

80% of all people understand
information written in this language
level. Language level A2-B1 is easy
to understand.

Application example

Language level A2-B1 is just right if
you want or need fo be sure that
your text can be fully understood
and acted upon. This is especially
true for product descriptions,
contracts, data protection
agreements, information on service
agreements, health information or
package inserts.

Language level support

E Language level B1-B2

Simple language

Text example

Qur computer programme
Lcapito.ai* automatically examines
your text and gives practical tips on
how to write it in a way that is easy
to understand. capito.ai is the right
product for you if you write
information yourself.

Description

60% of all people understand
information written in this language
level. B1-B2 corresponds to our
colloquial language.

Application example

Language level B1-B2 is suitable for
all target groups that you can reach
with simple colloguial language.
B1-B2 is therefore particularly
suitable for a broad target group,
such as texts for external customer
communication on websites, in
brochures and flyers, as well as for
internal company communication in
training and teaching materials and
internal regulations.

Figure D.1.: Language levels as defined by capito.ai [51]. In the German version of the page, “easy
language” is referred to as Leichte Sprache and “simple language” as Einfache Sprache,
which correspond to our definition of plain language as outlined in Section 2.4.



E. GitHub Repository

A selection of code that was developed as part of this thesis is available at our public GitHub repos-
itory: https://github.com/minbec/make_sense_of_consent. The repository contains the
browser extension CookieSense and the Python scripts that were used for the categorization pro-

cess during the pre-study and main study. For additional details please refer to the README.md
contained in the repository.


https://github.com/minbec/make_sense_of_consent
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