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» Increasing number of illicit certificate creations [10]
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HTTPS Interception Attempts by Governments
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Kazakhstan Considers
a Plan to Snoop on all
Internet Traffic

DEEPLINKS BLOG

NEWS UPDATE BY BILL BUDINGTON AND EVA GALPERIN
DECEMBER 10, 2015

In an unusually direct attack on online privacy
and free speech, the ruling regime of
Kazakhstan appears to have mandated the
country's telecommunications operators to
intercept citizens' Internet traffic using a
government-issued certificate starting on
January 1, 2016. The press release announcing
the new measure was published last week by
Kazakhtelecom JSC, the nation's largest
telecommunications company, but appears to
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Proposed New
Internet Law in
Mauritius Raises
Serious Human Rights
Concerns
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BY JILLIAN C. YORK AND DAVID GREENE

APRIL30 2021

As debate continues in the U.S. and Europe
over how to regulate social media, a number
of countries—such as India and_Turkey—have
imposed stringent rules that threaten free
speech, while others, such as Indonesia, are
considering them. Now, a new proposal to
amend Mauritius’ Information and
Communications Technologies Act (ICTA)
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A Syrian Man-In-The-
Middle Attack against
Facebook
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TECHNICAL ANALYSIS BY PETER ECKERSLEY

MAY S 201

Yesterday we learned of reports that the
Syrian Telecom Ministry had launched a
man-in-the-middle attack against the HTTPS
version of the Facebook site. The attack is
ongoing and has been seen by users of
multiple Syrian ISPs. We cannot confirm the
identity of the perpetrators.

‘The attack is not extremely sophisticated: the
certificate is invalid in user's browsers, and

[8], Iran: [a27]

Iranian Man-in-the-
Middle Attack Against
Google Demonstrates
Dangerous Weakness
of Certlflcate

Authori
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AUGUST 29, 201

What’s worse than finding a worm in your
apple? Finding half a worm.

What’s worse than discovering that someone
has launched a man-in-the-middle attack
against Iranian Google users, silently
intercenting evervuthine from email to search
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A Strong Attack Scenario

Covert Adversary [5]?

Compelled Certificate Creation [18]3

Attacker succeeds if he can create a rogue certificate

that remains unnoticed by domain owner!

2pumann & Lindell, 2007
3Soghoian & Stamm, 2010
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Split View Attack

> View served to monitors
» Rogue certificate excluded

> Attack remains undetected
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Split View Attack
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Certificate Transparency - Reminder on CT
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Certificate Transparency - Gossip

client

auditor

monitor

15
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LogPicker: A Decentralized Approach
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LogPicker - High Level Overview
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LogPicker - High Level Overview

monitor

1. CA chooses leader 4. Each log signs the proof

2. Leader contacts log pool 5. Proof is aggregated &

3. Pool select one log attached to cert
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Additional paper contribution

» Protocol goals and crypto primitives

» Analysis of LogPicker’s achievements

v

Probabilistic analysis of correctness

» Discussion on the policies of CT and LP based PKI

» Prototyped simulation of LogPicker protocol 7

7https://logpicker.github.io/
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Outlook

? Inclusion of monitors

? Interlog auditing

? Handling protocol aborts

? Revocation’s still a nightmare

32
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