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Abstract—1In this paper, the ability and skill graphs are
introduced for modeling vehicle guidance systems in the con-
cept phase of the development process (abilities), for online
monitoring of system operation (skills), and to support driving
decisions (skill levels) of automated road vehicles and advanced
driver assistance systems. Both graphs rely on a decomposition
of the human driving task.

An ability is the entirety of conditions which are necessary to
provide a certain part of the driving task. The ability graph can
be developed in parallel to the item definition according to the
ISO 26262 standard in the concept phase of the development
process and can be used for supporting further development
steps. A skill is defined as an abstract representation of a part of
the driving task including information about the skills current
performance. The skill graph is used to monitor the current
system performance during operation and skill levels are input
to driving decisions. Abilities and skills cover all aspects of the
driving task including environment and self perception, data
processing, decision making, and behavior execution.

During operation of the developed item, the skill graph is
instantiated as a (distributed) software component to process
online information for assessing current skill levels. Each skill
uses one or more performance metrics, which represent its
current performance capability in relation to the maximum
(inherent) ability level. The resulting information could replace
the monitoring of the system by a human driver and can be
used as an input to driving decisions of the vehicle to support
appropriate and safe decisions.

I. PROBLEM STATEMENT

In current research projects, prototypes of automated vehi-
cles are monitored by a human safety driver at any given time
(cf. [1]-[4]). According to Ohl [5], the still necessary human
monitoring classifies these vehicles as Level 2 - Partial
Automation according to [6] and teilautomatisiert according
to [7] respectively.

In future applications, parts of the driving task or the
whole driving task are to be executed by an electric/electronic
programmable system, called a vehicle guidance system (ger-
man translation: Fahrzeugfiihrungssystem), without human
monitoring, e.g. the Autobahn-Chauffeur published in [7].
Thus, it is necessary that a vehicle guidance system executes
all the tasks a human driver is otherwise responsible for.
These tasks cover the control of the vehicle, the monitoring
of passengers, and the monitoring of the vehicle condition
and the vehicle guidance system itself. In [8]-[10] the tasks
necessary to control a vehicle are described. They focus on
perception of the environment and control of the vehicle’s
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Fig. 1. Tasks of the human driver, while driving a vehicle in public traffic.

actuators. The monitoring tasks are only described implicitly
in traffic rules, e.g. [11, §23] in the traffic regulations in
Germany. This paragraph states, that a driver has to check
the vehicle condition, the passengers, and the goods (or load)
transported before driving [11, §23]. While the monitoring
of small sets of system states, e.g. the state of charge and/or
health of the vehicle’s battery, the tire pressure, or system
temperatures, is common practice in vehicle systems engi-
neering, holistic approaches, which provide complete self-
assessment of the current skills of a vehicle are rarely seen in
literature. For example the monitoring of suspicious sounds
and vibrations of mechanical parts is still not covered by
technical systems. The driving experience and the sensitivity
of humans is not yet reproducible in control algorithms [12].
Figure (1| shows the basic tasks a driver is responsible for
while driving a vehicle in public traffic.

Human drivers perform quite well in today’s traffic, also
because the current traffic structure has been developed by
humans to fit human driver’s needs. For automated systems
a comparable or even better performance seems appropriate,
but is still a matter of research. [13] provides an overview of
the current research in societal aspects of vehicle automation.

Besides detecting the described initiating and occurring
defects, error handling is another important task, the human
driver is responsible for. In most situations, most drivers are
able to stop the vehicle at a safe location. Thus, a vehicle
guidance system has to detect defects and eventually stop the
vehicle at a safe location, as well. More generally speaking it
is necessary that the vehicle guidance system detects defects
and reacts appropriately to avoid unsafe driving. In [14],
Bergmiller describes an approach which uses probabilistic
methods to detect and handle faults. The focus of [14] is
on a stability control system, but can be extended to other
systems, as well.

The demand for self-monitoring does not only occur in
vehicle guidance systems which enable automation levels
like SAE Level 5 - Full Automation (not yet defined in [7])
and Level 4 - High Automation (Vollautomatisiert in [7]), but
also in Level 3 - Conditional Automation (Hochautomatisiert
in [7]) applications for the duration of its activation unless
the human driver has taken over control [6].



With an increased automation level, the driver becomes
a surveillant of the technical system. Humans can not per-
form this task very well according to Bainbridge [15] and
the Yerkes-Dodson-Law [16]. Thus, it is imaginable that
increased automation leads to dangerous situations, because
due to a mental underload humans could be unconcentrated
and can be distracted from their remaining tasks, as well.

According to the ISO 26262 standard, the controllability of
a situation by the driver or by other traffic participants has to
be considered when assigning an automotive safety integrity
level (ASIL) to a system [17]. As there is no permanent
monitoring of the system in these automation levels, the
controllability of the vehicle by the driver is not given. The
controllability of the situation by other traffic participants
relies heavily on the behavior of the automated vehicle.
Thus, it is not only necessary to stop the vehicle in case of
failure, but also to avoid endangering others, e.g. by stopping
at a safe location. The appropriate reactions of the vehicle
guidance system to failures is still a matter of research.

In this paper, the ability and skill graphs are introduced as
tools for modeling, monitoring, and decision support. In the
item definition according to the ISO 26262 standard [17] the
ability graph (cf. [V-A) for the item can be developed and
detailed. In the hardware and software development phases
it can be extended by technical details of the system and
transferred into a skill graph (cf. [V-B)). This skill graph can
then be used for online monitoring of the vehicle guidance
system (V-A). The resulting skill levels can be used for
decision support (cf. [V-B).

II. RELATED WORK

The basic concept of abilities in vehicle guidance systems
has been published in [18]. Maurer outlines the demand for
a permanent online monitoring of the vehicle capabilities.
Siedersberger [19] and Pellkofer [20] further developed this
idea with a strong focus on taking driving decisions based on
an ability network. The ability network is basically a graph,
which divides the driving task into sub-tasks (abilities) that
are provided by so called experts and executed in parallel.
Experts are software and hardware components, which run
sub-tasks. The current abilities and their performance are
used to influence driving decisions. The modeling of abilities
in a graph with dependencies is similar to Behaviour-Based
Systems in [21].

In [22], Bergmiller describes the skill network as part of a
self-concept, which enables monitoring and especially fault-
detection in full-by-wire vehicles. The self-concept allows a
self-representation of the vehicle’s current performance for
each skill. It combines a vehicle model with a performance
model to represent the physical state of the vehicle and its
possibilities. Bergmiller also gives an outlook to the appli-
cability of the self-concept for vehicle automation. As [22]
focuses on by-wire-vehicles and does not consider environ-
ment perception and decision taking explicitly, the concept
itself may be applicable for vehicle guidance systems, but
it still lacks one important issue. In the requirements phase
for vehicle guidance systems the exact specification is not

available, because there are too many unknown conditions in
public traffic. Thus, it is difficult to find performance metrics
for skills, which rely on incomplete requirements and have
to deal with high uncertainty. This is one of the topics of
our current research, e.g. in the Stadtpilot project [23], the
aFAS project [24], and the future development of the research
vehicle MOBILE, amongst others published in [25].

Knoll [26], [27] uses the term self-representation which
describes the inner condition of a robot and considers the
external conditions of the environment. The inner condition
is acquired by self-perception (cf. [28]). The information
provided by a combination of these two allows a self-
representation which can be used for safe decision taking.
This understanding fits our approach, which combines self-
perception and external conditions to a self-representation in
the skill graph. Knoll [26], [27] also describes an approach
for execution monitoring, which can also be found in [19].
Execution monitoring slightly differs from online monitoring
of components. In normal operation of a mobile system
a maneuver, e.g. a lane change, is planned and executed.
The execution monitoring component compares the planned
maneuver, e.g. a desired pose of the vehicle or robot, with
the real resulting pose. The delta can be used as input to the
self-representation. A drawback of this approach is the fact,
that a maneuver is only evaluated after its execution. Thus,
at least one unsafe maneuver could be planned and executed.
For a safe operation it is necessary, that unsafe maneuvers
have to be avoided in the planning algorithms.

Thuy et al. [29] describe a safety system for the ex-
perimental vehicle MUCCI at the University of the Armed
Forces in Munich, which uses the skill network proposed by
Pellkofer and Siedersberger for the performance evaluation
of the vehicle’s system. The concept is based on execution
monitoring and is using the gathered information for online
performance evaluation and its results for decision support.

In [23], an online monitoring approach from the Stadtpilot
project has been published. It includes less capabilities and
is not as generic as the ability and skill graphs are for ad-
vanced driver assistance systems and automated vehicles. But
nevertheless, the approach uses sensor data and performance
criteria (performance metrics) for online monitoring and for
safety decisions.

Although, the ability and skill graphs for modeling human-
like behavior are relatively new to technical systems with
safety critical functions, it is already well-established in pen
and paper and computer gaming. Especially in role-play
games where the player takes the role of a fictive character,
the skill tree is a common tool to model abilities and skills
of the fictive human or human-like character. The skills
have dependencies are interdepended and they are used in
combination with basic attributes of a character. A famous
pen and paper game is Advanced Dungeons and Dragons, a
famous role-play computer game is World of Warcraft. In Ad-
vanced Dungeons and Dragons abilities represent attributes
like strength, dexterity and wisdom of a character, whereas
skills are attributes with a specific skill level that rely on
an attribute, e.g. Acrobatics is a skill which relies on the



attribute dexterity and some other factors [30]. In World of
Warcraft attributes are similar to Advanced Dungeons and
Dragons, but the so called talents are organized in falent
trees. These talent trees are similar to the skill graph, because
each higher level talent relies on the lower level talents.
Talents can be learned and change during the game. Thus,
all talents in the talent tree change their performance during
the game, depending on the game situation [31].

In this paper, work from previous research by Maurer,
Siedersberger, Pellkofer, Bergmiller, Knoll, and Reschka is
combined to create tools for modeling and monitoring of
vehicle guidance systems.

III. TERMINOLOGY

The terms abilities and skills have not always been used
consistently as Bergmiller points out. Especially in [18]—
[20] the German terms “Fihigkeit” und “Fertigkeit” are
used and cannot easily be translated [22]. In [10] these
terms are defined as well and are focused on the human
information processing and motoric actions. Thus, we expect
great use of defining these terms in the context of vehicular
system modeling as both terms are common in describing
capabilities and performance of humans.

According to [32], an ability is defined as the entirety of
conditions which are necessary to deliver a performance.

A skill is the description of an activity related to a certain
task including a performance level (skill level). Further
(human) skills can be separated to (senso-)motoric, cognitive,
cognitive motoric, social, linguistic and perceptive skills [32].

In relation to vehicular systems the categories motoric,
cognitive, perceptive, and, according to cooperative systems,
social seem to be applicable, as well. Bergmiller mainly
refers to motor abilities, as the work focuses on representa-
tion of observable actions carried out by the vehicle. He takes
[33] into account to define the counterpart to motor abilities
as cognitive abilities. At this point we propose to refine the
cognitive abilities and point out that automated vehicles have,
for now, no learning ability as humans do. The subcategories
of cognitive abilities for automated vehicles can be defined
as perceptive (for environment and self-perception), planning
(for decision making and trajectory planning) and social (for
upcoming cooperative systems).

Abendroth [10] defines (human-)abilities according to
physiological abilities as the individual, time-dependent
changes of human basic functions. This definition is not
fully suitable for the technical systems in this article. Cog-
nitive abilities are then named intelligence and define the
hierarchical structured entirety of mental abilities. These
mental processes determine the level and quality of a human
personality. The concept of intelligence is applicable to
vehicle guidance systems as we model abilities in a graph-
based hierarchical structure to describe the system and the
level of performance. Skills in [10] mainly depend on the
level of experience and style of driving of the human driver.
According to this definition, human drivers and technical
vehicle guidance systems differ as the technical system does
not gain experience in a human sense.

IV. ABILITY AND SKILL GRAPHS

An ability graph can be used as a design tool in the
concept phase of the development process, e.g. after the
Item Definition according to the ISO 26262 standard [17].
It turns into a skill graph as soon as the abstract concept is
instantiated into an implemented technical solution, which
can provide numeric performance metrics.

A. Ability Graph

An ability graph is used to model a -to be developed-
system or ifem by its abilities. An ability is an abstract
representation of a part of the driving task entailing necessary
conditions to provide the ability to the system.

According to ISO 26262 standard [17], the development
of a system begins with the item definition. In this definition,
the item’s functionality is described according to the desired
extrinsic behavior. The extrinsic behavior describes the be-
havior which can be observed from an external point of view
(e.g. a sensor or an external observer). On the contrary, the
intrinsic behavior can only be observed through interfaces to
the system (e.g. a debugging monitor). It will be modeled
after the concept phase in the development process.

In an ISO 26262 standard inspired design process, an
ability graph will be designed in the concept phase after
the item definition and will initially be purely conceptional
and thus fully independent from a technical implementation.

The design of the ability graph results in an abstract
representation of the system’s driving task which is inspired
by the human driving task. During the development process
the ability graph is refined and extended while the knowledge
about the design of the system and its components increases.
Finally the ability graph is transferred into a skill graph
(section for online monitoring of the resulting system.

An ability graph is directly derived from the system’s
requirements. Therefore, it is different from the technically
motivated functional system architecture, which shall be
developed in the concept phase, as well, but is mainly used
as baseline for a functional system overview in the system
development phase. A functional system architecture and an
ability graph can be used in parallel to provide a holistic
description and can be considered as different views on the
same system. A functional system architecture provides an
overview over the interaction of functional entities. An ability
graph visualizes how abilities depend on other abilities,
data sources and sinks. It visualizes functional or physical
redundancies and provides an insight into how abilities and
subsystems interrelate with system requirements.

Public traffic and its rules are designed for humans. There-
fore, it stands to mind to design a system to act human-like.
Thus the system’s ability graph may strongly be correlated
with humans’ abilities.

Figure [2] shows the conceptual structure of a basic ability
graph. The main node represents the desired ability of an
item. Below this, ability nodes are hierarchically organized to
provide sub-abilities to superordinate nodes. Thus, abilities
and their dependencies can be modeled as a hierarchical,
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Fig. 2. Basic ability graph. A main node represents the item’s main ability.

acyclic graph. In such a graph, nodes and edges are defined
as following:

1) Ability Nodes: An ability node is characterized by its
input requirement dependencies and the capabilities resulting
from it. Each ability node (A) is decomposed into at least
two other sub-abilities (B,C), which are necessary to fulfill
the capabilities of ability A. This decomposition is repeated
until the abilities can no longer be decomposed in underlying
abilities. Hence, basic abilities are fringe ability notes, only
depending on data sources and sinks, e.g. sensors and actu-
ators to perceive or manipulate aspects of the environment
or the ego-vehicle. If only parts of the overall system shall
be modeled, it is possible to hide further decompositions of
an ability node to limit the complexity of the graph.

2) Quality Requirement Edges: Edges between ability
nodes represent quality requirements to subordinate nodes.
An edge is directed from a superordinate node towards a sub-
ordinate node. It expresses a dependency between two nodes
and represents a vector of quality requirements between
abilities. These quality requirements can be derived from
the functional system requirements, e.g. from the other work
products in the concept phase of the ISO 26262 development
process.

3) Designing an Ability Graph: Figure [3| shows a sim-
plified ability graph for an Adaptive Cruise Control (ACC)
system (Main ability). The represented function is a system
that can control distances to in front driving vehicles (Al),
control the speed (A2) to a value set by the human driver, and
keeps the vehicle controllable for the human driver (A3). To
follow another vehicle, a selection of the ACC target object
is necessary (A4). To select a target, it is necessary to detect
all dynamic objects on the road in front of the equipped
vehicle (AS5) and to detect the drivers intention (A6). The
drivers intention is necessary to determine the correct lane
for selecting the target object and to get the desired max-
imum speed while controlling speed (A2) without a valid
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Fig. 3. Simplified ACC ability graph. For better visibility the graph is
reduced to a minimum of abilities.

target object. Abilities Accelerate (A7) and Decelerate (A8)
represent the vehicle’s ability to accelerate and decelerate.
On the lowest level, sensors are data sources and actuators
are data sinks. The Human-Machine-Interface (HMI) (Sr10)
includes pedals, the steering wheel, switches and buttons.
The Environment sensors (Sr9) are used for dynamic object
detection. The Powertrain system (Sill) can be used to
accelerate the vehicle and with limitations to decelerate it.
The Braking system (Sil2) decelerates the vehicle.

In Figure [3] the ACC system is modeled with a reduced
level of detail. The node Perceive and track dynamic ob-
Jjects entails several skills like object segmentation, dynamic
classification, object tracking, etc.

In the concept and system design phase, this decom-
position will become increasingly detailed. It may depict
necessary redundancies for safety goals, subsystem require-
ments as well as error propagation and performance degra-
dation within the system. Degradation is inspired by graceful
degradation in biology (s. [34]) and allows a continuing
operation with reduced functional capabilities. If the system
is fully designed and implemented, the ability graph can be
translated into a skill graph.

B. Skill Graph

The skill graph is used for online monitoring and decision
support of vehicle guidance systems. Its structure can be
derived from a system’s ability graph. A skill is derived from
an abstract ability by instantiating this ability into a usable
activity with a performance level of execution (skill level).
Thus, an ability graph transforms into a skill graph as soon
as the abstract concept is instantiated into an implemented
technical solution, which can provide numeric performance
measures.

Skill limitations may directly be caused by ability re-
strictions of the system per se or by a degraded system
performance at the current time.



A skill graph can be used for a self-representation of the
system. It can be used for online decision support and/or
online system operation monitoring. This may entail to
monitor the availability of redundant paths, remaining safety
margins, or options for behavioral degradation.

Figure [] shows a derived skill graph for the ability
graph from Figure [3] The structure is identical. However,
the graph is further detailed and each skill node has skill-
specific current performance levels. These levels are given by
its performance metrics and each performance impact edge
provides weights of subordinate metrics for the above skill
node. Additionally, redundancy mechanisms are highlighted

(cf. [IV-B.3).

The structure of a skill graph is identical to the ability
graph it is derived from. In such a graph, nodes and edges
are defined as following:

1) Skill Nodes: Similar to an ability node, a skill node is
characterized by its input requirement dependencies and the
capability resulting from it.

Each skill includes one, or more performance metrics,
which are used to quantify a current skill performance levels.
Such metrics represent a specific property of a skill, e.g.
the skill Accelerate (S14) in Figure [] has the properties
maximum possible acceleration and reaction time. The first
property represents the current skill to accelerate the vehicle
as an upper boundary. The second property represents the
time gradient between commanding an acceleration and
obtaining a response from the engine. The skills Control
distance (S1) and Control speed (S2) utilize the skill per-
formance levels to calculate derived performance metrics for
their particular skills.

2) Performance Impact Edges: Edges in a skill graph
represent performance impact weights for performance met-
rics of a subordinate node to the performance level of the
superordinate node. An edge is directed from a superordinate
node towards a subordinate node. It is characterized by a
vector of performance impact factors to weight the impact
of different metrics for the superordinate skill.

3) Redundancy in the Skill Graph: The skill graph can be
used to determine the current availability of different types
of redundancy and degradation opportunities in the system.
The different redundancy mechanisms can be separated in
the groups hardware redundancy, software redundancy, and
functional redundancy. Hardware redundancy means that
identical hardware devices are installed multiple times and
that these can be switched between in case of failure, e.g.
Sr16 and Sr17 in Figure @] This includes of course the
software running on the devices. Software redundancy can be
diverse and it can be implemented with or without a degrada-
tion of functionality. This means that software components
are implemented in different ways (diverse), which allows
a majority vote for calculation results due to the different
approaches. Functional redundancy is always diverse, but can
be implemented with (S9 and S10) or without (S5 and S6)
degradation of functionality.

V. UTILIZING A SKILL GRAPH

Revisiting the example of the skills Control distance,
Control speed and Accelerate from Figure [} The skill
Accelerate might have a Maximum possible acceleration of
currently 0.1m/s? as the vehicle might drive close to its
maximum speed. The Dead time of the system might be 1 s.
The performance impact edges provide a vector of impact
weights, how much the performance metrics Maximum pos-
sible acceleration and Dead time impede the skills Control
distance and Control speed.

The Maximum possible acceleration might have little
impact on the skill Control Distance as it only slightly
impedes the control offset of the distance to an ACC target.
However, assuming the user has set a target velocity higher
than the current speed, it will impact the skill Control speed
as the vehicle can no longer keep the control offset between
the current speed and the target speed within the intended
bounds.

A. Online System Monitoring

The skill graph can serve as a tool for monitoring the
execution of the designed function. As described above,
each edge in the underlying graph can be weighted with
one or multiple metrics for the actual quality of service
of the respective parent nodes. Starting at the outermost
nodes of the modeled graph, the quality of service can be
propagated from subordinate nodes to superordinate nodes.
Possible degradation of underlying skills always result in
a degradation of its corresponding superordinate skills so
that changes in the quality of service are always propagated
through the skill graph.

Assuming, that the quality of service of each skill can be
measured and that a sufficiently detailed mathematical model
of the aforementioned propagation of the execution quality
through the entire graph is available, the skill graph can be
used as a tool for online monitoring of the complete system.
Thus, the system can determine at any time how changes in
the quality of service of subordinate skills affect the quality
of superordinate skills.

In order to simplify the inherent complexity of the prop-
agation of the performance metrics through the graph, the
approach taken by Bergmiller [22] is based on fuzzy logic.
There the current performance metrics of single skills are
fuzzified. With a growing level of abstraction, the fuzzified
skill metrics are further combined and further fuzzified. This
results in raw estimates of the current skill level of each skill.

With this knowledge, countermeasures against the degra-
dation of skills can be taken by the system. On the one
hand, the vehicle could for example trigger fallback strategies
to stand-by components in order to avoid a degradation
of the overall quality of execution. This would be typical
redundancy mechanisms as they are already applied to ensure
functional safety in vehicle or avionic systems.

On the other hand, it is imaginable that the same metrics
used for monitoring can also serve as an input to optimization
algorithms. These algorithms could also use additional infor-
mation such as the underlying network topology or available
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Fig. 4. Further detailed ACC skill graph with redundancies and exemplary metrics. Still with a reduced level of details.

resources as optimization constraints. In case of a detected
loss of quality, the system could trigger an optimized recon-
figuration of the affected software components in order to
keep the quality of service at the highest possible level.

Methods of optimization and reconfiguration are currently
under research in the project Controlling Concurrent Change
(CCC) [25]. If the above mentioned methods fail or are not
available, the vehicle can still adapt its driving strategy in
order to being able to operate safely with a reduced quality
of service. In this case the skill graph can be considered as
a tool for decision support for the system.

Besides application-specific metrics, additional informa-
tion like the skill’s calculation time, its current state of
redundancy, its current state of degradation, or even the
uncertainty of the metrics’ values may be propagated through
the skill graph. This allows a detailed representation of the
current state of the system. The information from each skill
is aggregated in the layers of the skill graph, such that
superordinate skills have detailed information about their
subordinate skills.

B. Decision Support

The monitoring data available in the skill graph can be
used to influence driving decisions. Besides the situational
influences to the driving decisions the skill graph integrates

the vehicles current performance capabilities. This results in
more reliable and thus safer driving decisions.

In decision making, multiple inputs are used and processed
to determine possible action and to select the best solution.
These decisions have to be taken under high uncertainties
due to limitations in the environment perception, the traffic
participant’s intent estimation, and uncertainties resulting
from the propagation of performance metrics through the
skill graph. For instance, such decision making for executing
lane changes with a basic consideration of current skill levels
is described in [35].

VI. CONCLUSIONS AND OUTLOOK

The concept of abilities and skills and the skill graph
for technical systems was introduced by Maurer, Pellkofer
and Siedersberger and further extended by Bergmiller. It
allows modeling of the driving tasks of driver assistance
systems and vehicle guidance systems for every automation
level of the SAE definitions. In this paper, we presented
how the approach can be used for several tasks concerning
vehicle automation. Similar approaches to model human-like
behavior in technical systems have been introduced in pen
and paper and computer games. The skill graph modeled in
the concept phase can be used for online monitoring of the
system and the resulting data can be used to improve decision



taking in vehicle guidance systems. The main challenges
for future usage will be the identification of abilities and
skills, their dependencies, and the necessary metrics. These
challenges are currently part of our research in the Stadtpilot
project [3], the development of an unmanned safeguarding
vehicle for highway construction sites in the aFAS project
[24] and the Controlling Concurrent Change project [25].

In future work, the approach will be further detailed and
its applicability to other domains like robotics will be investi-
gated. As the approach is generic and can be applied to every
technical system which imitates human behavior, a generic
implementation in most-used programming languages and
for most-used platforms seems useful.
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