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IC3

Incremental Construction of Inductive Clauses for Indubitable Correctness

Roland Meyer, TU Braunschwelig
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Importance

“[...] the first truly new bit-level symbolic model checking algorithm
since Ken McMillan’s interpolation based model checking procedure in 2003.

“[...] the most important contribution to bit-level formal verification in almost a decade. ™

[Een et al., FMCAD’11]

They suggested the name

HWMCC 2010: Bronze against mature tools. |e25:|g)§ E;?ﬁ:?;;z T:K‘:ﬂ;?ﬁn'
HWMCC 2012: All tools IC3 based. D '

HWMCC 2012: Award!
HWMCC 2024: avr_dp, fricd, nuXmv, Pono, rIC3, Satvik.

New papers every year at major conferences!
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IC3 Iin Essence

[Hasuo et al., CAV’22]

Over-approximate forwards

|IC3 maintains sequences of sets of states

Fo € ... € F, candidate invariants
Bo € ... € B, candidate paths

satisfying

Under-approximate backwards

Fo = Init

Bad = BO

F. U post(F,) € F, // post=!(Init) C F,
B,,1 € B; U pre(B)) /I B C preSi(Bad)

fa.i.
4
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Terminate with false,
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Extend Fp € ... CF; and By € ... € By This is an operation on
sequences [Hasuo et al.’22].
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Terminate with true,
when (Fk’ Bk) — (Fk+1’ Bk-l—l) .

Extend Fp C ... CF, and BpC ... € B,

|dea: Problem: Solution:
Fril = By post(F,) € F,. A = preFO'“Fk(Bk) . Init=F,
B = B £5 _ _ . By =Bad
k+1 - k | (FoNA)C...C(FrNA)CF,_, 2. F,U post(F) C F.,
post(F,)) N B, # B, ;= B,UA . Bj;; €B;UpreB)
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[Hasuo et al., CAV’22]

IC3 Iin Essence

'c
O
®

p

R

1

F N pre(X)
pre” (X) U pre” (pre™ (X))

N

T
X
]

. Init=F,
| B, = Bad

: 2. F;Upost(F) CF,,
| B CB;Upre(B)
| 3. F,NB, =0



[Hasuo et al., CAV’22]

IC3 Iin Essence

'c
O
®

p

R

1

F N pre(X)

Fo...Fup .
pre (B,): -
: ore (X) U preZ (pre’ (X))

N

T
X
]

Theorem(S+C+Termination):

IC3 returns true if and only if post™(Init) " Bad = & .
It is guaranteed to terminate even on WSTS [Majumdar et al., CAV’'13].
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| B, = Bad
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| By CB;Upre(B)
| 3. F,NB, =0
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|C3 on the Example
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|C3 on the Example

postF)) EF; so A =0
postF{)CF, so A, =(

. Init =F,
Fi=Bo oo 011 B; =By | B0 = Bad

| B,,; € B, U preB)
1 3. F,NB, =0



IC3 in Detail [Hasuo et al., CAV’22]

Removing CTls:
Let s € F, N pre(B,) .



Ics in Detail [Hasuo et al., CAV’22]

Removing CTls:
Let s € F, N pre(B,) .
Let C C {s}.



ICS in Detail [Hasuo et al., CAV’22]

Removing CTls:
Let s € F, N pre(B,) .
Let C C {s}.

nductive Clauses




Ics in Detail [Hasuo et al., CAV’22]

Removing CTls: Lemma (Relative Inductiveness):
Lets € F, N pre(B,) . Init € C
Let C C {s}. post(F,_; NC)CC



IC3 in Detail [Hasuo et al., CAV’22]

Removing CTls: Lemma (Relative Inductiveness):

Lets € Fi N pre(By) - Init & C imply  post(F,NC) C (F,,;NC)fa.i.
Let C C {s}. post(F,_ N C)CC



ICS in Detail [Hasuo et al., CAV’22]

Removing CTls: Lemma (Relative Inductiveness):
Lets € F; N pre(By) . Nt& G imply  postF,NC) C (F,,,;NC)fa.i.
Let C C {s}. post(F,_ N C)CC

post(F) CF,., Dby2.

post(F, " C) C C by monotonicity of post.




IC3 in Detail [Hasuo et al., CAV’22]

Removing CTls: Lemma (Relative Inductiveness):
Lets € F; N pre(By) . Nt& G imply  postF,NC) C (F,,,;NC)fa.i.
Let C C {s}. post(F,_ N C)CC

With this terminology

Is inductive , by 2.



IC3 in Detail [Hasuo et al., CAV’22]

Removing CTls: Lemma (Relative Inductiveness):
Lets € F; N pre(By) . Nt& G imply  postF,NC) C (F,,,;NC)fa.i.
Let C C {s}. post(F,_ N C)CC
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IC3 in Detail [Hasuo et al., CAV’22]

This is an incremental construction of an inductive invariant.
The choice of IS a monolithic step.

Strengthen the sequence of carjdidate invariants:

FoNC)C...C(F,NC
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Relative inductiveness (and IC3) iteratively removes unreachable parts of the state space.




IC3 Q&A

Q1. What does all this have to do with circuits?
A1l. This Is the semantic view and generalizes to other program classes.
Circuits come in when you want to implement (answer relative inductiveness queries with SAT).

Q2. Why is it called property directed?
A2. You take into account initial and bad states.

Q3. Can you do this for nested fixed points?
A3. With a reduction from nested fixed points to safety.

Q4. What is the most recent development?
A4. You learn an invariant with an Angluin’s active teacher model.

The ICE algorithm emphasizes this point of view.
Recent papers study the information gain of queries.

Q5. Why does IC3 not work well for parallel programs?
AS. Think about the interference pre.



Q6. How do you pick C?
AB. If post(F,_) cap {s} = @, read C off of an unsat core.

Q7. Do you have to take F, | = By ?
A7. No, you can use any predicate that has a chance to over-approximate post(F,).



